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Thisisthereport of “International Research on
Privacy for Electronic Government”. The compiled
report will show us the latest status of privacy situa-
tion and Privacy Enhancing Technologiesin interna-
tional community in the beginning of year 2003. |
expect this report would help further improvement
in Japan’ s planning on electronic government and
electronic local government.

Privacy isfoundation of democracy, thus, pri-
vacy hasimportant substantial effects on every part
of electronic government that we are heading
toward. Then we, law makers to technol ogists to
businesses, all will be asked to ensure privacy pro-
tection is embedded in it.

March 2003

Joichi Ito
President and CEO
Neoteny Co., Ltd.
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Thisreport is one big international collaboration. |
believe thisis one of the steps toward ensuring pri-
vacy in the age of networked society.
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ple who helped this project. | was thrilled working
with al of you.
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The elements of privacy are different between in
physical world and in digital domain.

In physical world, the laws of physics and entropy
make privacy as the naturally given characteristic.

Y our voice cannot be heard in another side of the
planet or behind walls. Recording materials such as
papers or films degrade along with time passes. And
delivery time length of records depends on its physi-
cal form.

However in digital domain, there are different char-
acteristics on privacy. On digital networks, every
communication nodes are addressed as in unified
numbered space. Digital data being sent has origin
and destination addresses written in the data packet
before sent out. Digital datais copyableinfinite
times and origina data and copied data have no dif-
ference. And delivery of datais near light speed.
Thus privacy is not the naturally given characteristic
in digital domain.

As more and more personal information in physical
world digitized, stored and transmitted in digital
domain, and tied to physical identity, people's priva-
cy will be dramatically reduced. Privacy need to be
artificially created in digital domain.

Recognizing these issues, this research is aimed to
help various devel opments upon planning to build
and deploy electronic government.

Oct 2002

Gohsuke Takama
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