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GOOD AFTERNOON, MR. CHAIRMAN AND MEMBERS OF THE COMMITTEE.  I WELCOME THIS OPPORTUNITY TO DISCUSS THE POLICY OF THE ADMINISTRATION ON COUNTERTERRORISM, TO DESCRIBE THE THREAT OF TERRORISM IN THE UNITED STATES, AND TO BRING YOU UP-TO-DATE ON HOW THE FBI IS USING THE COUNTERTERRORISM RESOURCES CONGRESS HAS PROVIDED OVER THE PAST SEVERAL YEARS TO ADDRESS THIS
PROBLEM.
ACKNOWLEDGMENTS
AT THE VERY OUTSET, I WANT TO RECOGNIZE THE EARLY LEADERSHIP THAT SENATORS GREGG AND HOLLINGS, ALONG WITH THE OTHER MEMBERS OF THE COMMITTEE, HAVE EXHIBITED IN THIS CRITICAL AREA. THEIR EFFORTS, INITIALLY IN THE SENATE MARK-UP OF THE 1997 JUSTICE APPROPRIATIONS ACT AND THEN IN THE CONFERENCE AGREEMENT FOR THE OMNIBUS APPROPRIATIONS ACT, PROVIDED THE FBI WITH $133.9 MILLION IN NEW FUNDING AS PART OF A COMPREHENSIVE COUNTERTERRORISM INITIATIVE.
ON BEHALF OF THE MEN AND WOMEN OF THE FBI, ESPECIALLY THOSE WHO WORK TIRELESSLY TOWARD PROTECTING THE AMERICAN PEOPLE AGAINST THE THREAT OF TERRORISM, I WISH TO THANK YOU FOR YOUR SUPPORT.  I AM CONFIDENT THAT OUR EFFORTS WILL JUSTIFY YOUR PAST COMMITMENT AND CONTINUED SUPPORT TO THIS IMPORTANT AREA OF THE FBI'S RESPONSIBILITY.
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UNITED STATES POLICY ON TERRORISM
THE PROTECTION OF OUR NATION AND ITS PEOPLE AGAINST THE THREAT OF TERRORISM, BY INDIVIDUALS AND GROUPS OPERATING FROM HOME AND ABROAD, IS ONE OF THE HIGHEST PRIORITIES OF THE ADMINISTRATION. AS A NATION, WE MUST STAND FIRM IN OUR RESOLVE AGAINST TERRORISM. WE MUST NOT ALLOW THOSE WHO WOULD RESORT TO ACTS OF TERRORISM TO SUCCEED IN INFLUENCING THE POLICIES AND ACTIONS OF OUR GOVERNMENT AND TEARING APART THE VERY FABRIC OF AMERICAN SOCIETY.
THE GOVERNMENT'S POLICY TO FIGHT TERRORISM IS
ARTICULATED IN PRESIDENTIAL DECISION DIRECTIVE (PDD) - 39, "U.S. POLICY ON COUNTERTERRORISM." THIS POLICY, SIGNED BY PRESIDENT CLINTON ON JUNE 21, 1995, MAKES IT CLEAR THAT THE NATIONAL POLICY OF THE UNITED STATES IS TO REGARD ACTS OF TERRORISM AS BOTH A THREAT TO NATIONAL SECURITY AND A CRIMINAL ACT, AND TO RESPOND VIGOROUSLY TO ALL SUCH ACTS ON OUR TERRITORY OR AGAINST OUR CITIZENS WHEREVER THEY OCCUR.
THE UNITED STATES IS ALSO COMMITTED TO STRENGTHENING THE ABILITY OF THE INTERNATIONAL COMMUNITY TO PREVENT ACTS OF TERRORISM BEFORE THEY OCCUR AND TO RESPOND MORE EFFECTIVELY TO ACTS OF TERRORISM WHEN THEY DO OCCUR.
JUST RECENTLY, THE ATTORNEY GENERAL SUBMITTED TO THE HOUSE AND SENATE APPROPRIATIONS COMMITTEES THE ADMINISTRATION'S
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COMPREHENSIVE COUNTERTERRORISM STRATEGY THAT WAS REQUESTED BY SENATE REPORT 104-353. THIS PLAN BUILDS UPON THE FOUNDATIONS AND RESPONSIBILITIES ARTICULATED IN PDD-39.
FOUR MAJOR CORNERSTONES OF POLICY
THERE ARE FOUR MAJOR CORNERSTONES THROUGH WHICH THE GOVERNMENT'S POLICY ON TERRORISM IS TO BE IMPLEMENTED. THESE ARE: TO REDUCE THE VULNERABILITIES OF THE UNITED STATES TO TERRORISM;
TO DETER TERRORIST ACTS BEFORE THEY OCCUR; TO RESPOND TO TERRORIST ACTS THAT DO OCCUR, INCLUDING APPREHENSION AND PUNISHMENT OF TERRORISTS AND MANAGEMENT OF THE CONSEQUENCES OF TERRORIST ACTS; AND TO DEVELOP EFFECTIVE CAPABILITIES ADDRESS THE THREAT POSED BY NUCLEAR, CHEMICAL, OR BIOLOGICAL MATERIALS OR WEAPONS.
WITHIN THE SCOPE OF THESE FOUR CORNERSTONES, THE ROLES AND RESPONSIBILITIES OF THE MANY AGENCIES INVOLVED IN THE GOVERNMENT'S COUNTERTERRORISM EFFORT ARE ARTICULATED. INTERAGENCY COORDINATION AND COOPERATION ARE KEY FACTORS UNDERLYING THE PRINCIPLES UPON WHICH THE GOVERNMENT'S POLICY IS BUILT AND ARE THE PATH TO ITS SUCCESS.
NATURE OF THE TERRORIST THREAT BASED UPON THIS POLICY OF TREATING TERRORISTS AS
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CRIMINALS AND APPLYING THE RULE OF LAW, THE UNITED STATES IS ONE OF THE MOST VISIBLE AND EFFECTIVE FORCES IN IDENTIFYING, LOCATING, AND APPREHENDING TERRORISTS HERE AND OVERSEAS. AT THE SAME TIME, THIS POLICY INVITES THE POSSIBILITY OF REPRISALS. TO HELP PUT THIS INTO PERSPECTIVE, I WOULD LIKE TO DISCUSS THE NATURE OF THE TERRORIST THREAT - BOTH INTERNATIONAL AND DOMESTIC -- THAT OUR NATION FACES TODAY.
INTERNATIONAL TERRORIST THREAT
INTERNATIONAL TERRORISM AGAINST THE UNITED STATES IS THAT WHICH IS FOREIGN BASED AND/OR DIRECTED BY COUNTRIES OR GROUPS OUTSIDE THE UNITED STATES, OR WHOSE ACTIVITIES TRANSCEND NATIONAL BOUNDARIES. THE THREAT POSED SPECIFICALLY BY FOREIGN TERRORISTS HAS INCREASED IN THE PAST THREE YEARS AND WILL CONTINUE FOR THE FORESEEABLE FUTURE.
THE CURRENT INTERNATIONAL TERRORIST THREAT TO THE UNITED STATES GOVERNMENT, ITS PEOPLE, AND ITS INTERESTS CAN BE DIVIDED INTO THREE MAJOR CATEGORIES: (1) STATE SPONSORS OF INTERNATIONAL TERRORISM, (2) FORMALIZED TERRORIST GROUPS, AND (3) LOOSELY-AFFILIATED INTERNATIONAL ISLAMIC EXTREMISTS.
STATE-SPONSORED TERRORISM
THE FIRST MAJOR THREAT TO AMERICANS COMES FROM STATE SPONSORS OF INTERNATIONAL TERRORISM. STATE SPONSORS INCLUDE
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IRAN, IRAQ, SYRIA, SUDAN, LIBYA, CUBA, AND NORTH KOREA.  IN RECENT YEARS, TERRORIST ACTIVITIES BY CUBA AND NORTH KOREA APPEAR TO HAVE DECLINED, DUE PRIMARILY TO THE DETERIORATING ECONOMIC SITUATIONS IN BOTH COUNTRIES. HOWEVER, THE ACTIVITIES OF IRAN, IRAQ, SYRIA, SUDAN, AND LIBYA HAVE CONTINUED.
THESE STATE SPONSORS CONTINUE TO VIEW TERRORISM AS A TOOL OF FOREIGN POLICY. PAST ACTIVITIES INCLUDED DIRECT TERRORIST SUPPORT AND OPERATIONS BY OFFICIAL STATE AGENTS.  FOLLOWING SUCCESSFUL INVESTIGATIONS WHICH HAVE IDENTIFIED THE ACTIVITIES OF STATE AGENTS INVOLVED IN TERRORISM, STATE SPONSORS NOW GENERALLY SEEK TO CONCEAL THEIR SUPPORT OF TERRORISM BY RELYING ON SURROGATES TO CONDUCT ACTUAL OPERATIONS.
STATE SPONSORS, HOWEVER, CONTINUE TO REMAIN ENGAGED IN ANTI-WESTERN TERRORIST ACTIVITIES BY FUNDING, ORGANIZING, NETWORKING, AND PROVIDING OTHER SUPPORT AND INSTRUCTION TO MANY EXTREMISTS. A CLASSIC EXAMPLE OF STATE SPONSORED TERRORISM WAS THE ATTACK ON PAN AM FLIGHT 103 IN 1988, WHICH KILLED 270 PEOPLE. TWO LIBYAN INTELLIGENCE OPERATIVES, LAMEN FHIMAH AND ABDEL AL-MEGRAHI, WERE INDICTED FOR THEIR ROLE IN THE ATTACK.
FORMALIZED EXTREMIST GROUPS
THE SECOND MAJOR INTERNATIONAL TERRORIST THREAT TO THE UNITED STATES IS POSED BY FORMALIZED EXTREMIST GROUPS. THESE AUTONOMOUS ORGANIZATIONS HAVE THEIR OWN INFRASTRUCTURES,
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PERSONNEL, FINANCIAL ARRANGEMENTS, AND TRAINING FACILITIES. THEY ARE ABLE TO PLAN AND MOUNT TERRORIST CAMPAIGNS OVERSEAS, AND SUPPORT TERRORIST OPERATIONS INSIDE THE UNITED STATES.
EXTREMIST GROUPS SUCH AS LEBANESE HIZBALLAH, THE EGYPTIAN AL-GAMAT AL-ISLAMIYYA, AND THE PALESTINIAN HAMAS HAVE PLACED SUPPORTERS INSIDE THE UNITED STATES WHO COULD BE USED TO SUPPORT AN ACT OF TERRORISM HERE. HIZBALLAH IS ONE OF THE MOST DANGEROUS OF THESE GROUPS.
HIZBALLAH HAS STAGED NUMEROUS ANTI-UNITED STATES TERRORIST ATTACKS, INCLUDING THE SUICIDE TRUCK-BOMBING OF THE UNITED STATES EMBASSY AND THE UNITED STATES MARINE CORPS BARRACKS IN LEBANON IN 1983 AND THE UNITED STATES EMBASSY ANNEX IN LEBANON IN 1984. ELEMENTS OF THE GROUP WERE ALSO RESPONSIBLE FOR THE KIDNAPING AND DETENTION OF UNITED STATES HOSTAGES IN LEBANON. INTERNATIONAL RADICAL FUNDAMENTALISTS
THE FINAL MAJOR INTERNATIONAL TERRORIST THREAT TO THE UNITED STATES STEMS FROM LOOSELY-AFFILIATED ISLAMIC TERRORISTS, SUCH AS THE WORLD TRADE CENTER BOMBERS AND RAMZI AHMED YOUSEF. THESE EXTREMISTS ARE NEITHER SURROGATES OF, NOR STRONGLY INFLUENCED BY, ANY ONE NATION. THEY HAVE THE ABILITY TO TAP INTO A VARIETY OF OFFICIAL AND PRIVATE RESOURCE BASES IN ORDER TO FACILITATE TERRORIST ACTS AGAINST UNITED STATES INTERESTS.
LOOSELY-AFFILIATED EXTREMISTS MAY POSE THE MOST URGENT
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INTERNATIONAL TERRORIST THREAT TO THE UNITED STATES AT THIS TIME SINCE THEY ARE RELATIVELY UNKNOWN TO LAW ENFORCEMENT. THEY HAVE THE ABILITY TO TRAVEL FREELY, OBTAIN A VARIETY OF IDENTITIES, AND RECRUIT LIKE-MINDED SYMPATHIZERS FROM VARIOUS COUNTRIES AND/OR FACTIONS.
SOME OF THESE EXTREMISTS IN THE UNITED STATES ARE DEVELOPING OR EXPERIMENTING WITH ADVANCED COMMUNICATIONS, ELECTRONIC MAIL, AND THE INTERNET. FOR EXAMPLE, SUPPORTERS OF SHAYKE OMAR ABDEL RAHMAN SOLICITED MONIES FOR HIS DEFENSE THROUGH THE INTERNET DURING HIS TRIAL FOR THE PLANNED MULTIPLE ATTACKS AGAINST NEW YORK CITY LANDMARKS AND UNITED STATES GOVERNMENT FACILITIES.
REVOLUTIONARY AND INSURGENT GROUPS
REVOLUTIONARY AND INSURGENT GROUPS CONTINUE TO OPERATE IN SOUTH AND CENTRAL AMERICA AND OTHER LOCATIONS. THESE GROUPS HAVE BEEN RESPONSIBLE FOR KIDNAPINGS OF AMERICAN BUSINESS REPRESENTATIVES, RELIGIOUS MISSIONARIES, AND TOURISTS, AS WELL AS OTHER CRIMES.  HOWEVER, AT THIS TIME, IT DOES NOT APPEAR THAT THESE GROUPS REPRESENT A MAJOR INTERNATIONAL TERRORIST THREAT TO THE UNITED STATES GOVERNMENT OR ITS INTERESTS.
DOMESTIC TERRORISM THREAT
DOMESTIC TERRORIST GROUPS ARE THOSE WHICH ARE BASED
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AND WHICH OPERATE ENTIRELY WITHIN THE UNITED STATES, OR ITS TERRITORIES, AND WHOSE ACTIVITIES ARE DIRECTED AT ELEMENTS OF THE UNITED STATES GOVERNMENT OR ITS CIVILIAN POPULATION. THE THREAT POSED BY DOMESTIC TERRORIST GROUPS HAS REMAINED SIGNIFICANT OVER THE PAST SEVERAL YEARS. DOMESTIC TERRORIST GROUPS REPRESENT INTERESTS SPANNING THE FULL POLITICAL SPECTRUM, AS WELL AS SOCIAL ISSUES AND CONCERNS.  FBI INVESTIGATIONS OF DOMESTIC TERRORIST GROUPS ARE NOT PREDICATED UPON SOCIAL OR POLITICAL BELIEFS; RATHER, THEY ARE BASED UPON PLANNED OR ACTUAL CRIMINAL ACTIVITY.
THE CURRENT DOMESTIC TERRORIST THREAT PRIMARILY COMES FROM RIGHT-WING EXTREMIST GROUPS, MILITIA GROUPS, PUERTO RICAN TERRORIST GROUPS, AND SPECIAL INTEREST GROUPS.
RIGHT-WING EXTREMIST GROUPS
A BASIC PHILOSOPHICAL TENET OF MANY RIGHT-WING EXTREMIST GROUPS IS A BELIEF IN THE SUPERIORITY OF THE WHITE RACE AND THAT BLACKS, JEWS, AND OTHER ETHNIC MINORITIES ARE INFERIOR RACIALLY, MENTALLY, PHYSICALLY, AND SPIRITUALLY. MUCH OF THEIR PHILOSOPHY FLOWS FROM A RACIST, ANTI-SEMITIC RELIGION KNOWN AS "CHRISTIAN IDENTITY." CHRISTIAN IDENTITY TEACHES THAT WHITE NON-JEWS ARE GOD'S CHOSEN RACE AND THAT JEWS ARE THE OFFSPRING OF SATAN.
MANY RIGHT-WING EXTREMIST GROUPS ALSO ESPOUSE ANTI-
GOVERNMENT SENTIMENTS. THESE GROUPS REFER TO THE FEDERAL GOVERNMENT AS THE ZIONIST OCCUPATION GOVERNMENT AND CLAIM THAT IT IS CONTROLLED BY JEWISH INTERESTS. A NUMBER OF RIGHT-WING GROUPS ALSO BELIEVE THAT THE FEDERAL GOVERNMENT IS BENT ON STRIPPING CONSTITUTIONAL RIGHTS FROM INDIVIDUAL CITIZENS OF THE UNITED STATES.
IN AN ATTEMPT TO LIVE APART FROM "INFERIOR PEOPLE," SOME RIGHT-WING GROUPS ADVOCATE CREATING A SEPARATE NATION FROM THE FIVE STATES COMPRISING THE NORTHWEST REGION OF THE UNITED STATES — WASHINGTON, OREGON, IDAHO, MONTANA, AND WYOMING.
RIGHT-WING EXTREMIST GROUPS BELIEVE THAT EITHER AN ECONOMIC AND/OR SOCIAL COLLAPSE WHICH WILL BRING ABOUT THE BIBLICAL ARMAGEDDON IS IMMINENT. THEREFORE, THEY ROUTINELY ENGAGE IN SURVIVALIST AND/OR PARAMILITARY TRAINING TO ENSURE THE SURVIVAL OF THE WHITE RACE AND/OR UNITED STATES.
AMONG THE RIGHT-WING EXTREMIST GROUPS OPERATING IN THE UNITED STATES ARE: THE ARMY OF ISRAEL, THE ARYAN NATIONS, THE TEXAS ARYAN BROTHERHOOD, THE CALIFORNIA MILITIA, THE VIPER MILITIA, THE MOUNTAINEER MILITIA, THE REPUBLIC OF TEXAS, OUR ONE SUPREME COURT, THE TEXAS CONSTITUTIONAL MILITIA, THE UTAH FREE MILITIA, THE NORTH IDAHO MILITIA GROUP, AND THE FREEMEN.
MILITIA GROUPS
SINCE 1992, THE UNITED STATES HAS EXPERIENCED AN
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EXPONENTIAL GROWTH OF MILITIA GROUPS. WHILE THE MAJORITY OF MILITIA MEMBERS ARE LAW ABIDING CITIZENS, THERE IS A SMALL PERCENTAGE OF MEMBERS WITHIN MILITIA GROUPS WHO ADVOCATE AND CONSPIRE TO COMMIT VIOLENT CRIMINAL ACTS. OF PARTICULAR CONCERN TO THE FBI IS THE POTENTIAL FOR MILITIAS TO BE INFILTRATED BY EXTREMISTS WHO SEEK TO EXPLOIT MILITIAS AND THEIR MEMBERS IN ORDER TO FURTHER THEIR OWN TERRORIST AGENDAS.
WHILE MILITIA GROUPS ARE OFTEN MULTI-RACIAL, THEY ARE PREDOMINATELY WHITE. THEY GENERALLY VIEW THEMSELVES AS "SOVEREIGN" CITIZENS WHO ARE EXEMPT FROM THE LAWS AND REGULATIONS OF THE UNITED STATES GOVERNMENT.  MILITIA MEMBERS OFTEN SUBSCRIBE TO THE THEORY THAT THE FEDERAL GOVERNMENT IS IN A CONSPIRACY WITH THE UNITED NATIONS THAT WOULD RESULT IN THE CREATION OF A ONE-NATION WORLD GOVERNMENT, OR NEW WORLD ORDER. THIS ONE-WORLD GOVERNMENT WOULD USE FOREIGN TROOPS IN THE UNITED STATES TO SEIZE ALL PRIVATELY OWNED WEAPONS AND IMPRISON AND EXECUTE PATRIOTIC MILITIA MEMBERS.
MANY MILITIA GROUPS ADVOCATE STOCKPILING WEAPONS AND EXPLOSIVES AND CONDUCTING PARAMILITARY TRAINING AS PART OF THEIR PREPARATION FOR WHAT THEY BELIEVE WILL BE AN INEVITABLE ARMED CONFLICT WITH THE GOVERNMENT. SOME MILITIA GROUPS OPENLY ADVOCATE THE OVERTHROW OF THE FEDERAL GOVERNMENT.
MILITIA MEMBERS AND CELLS ARE ENGAGED IN A WIDE VARIETY
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OF CRIMINAL ACTIVITY, SUCH AS THE ILLEGAL SALE AND PURCHASE OF AUTOMATIC WEAPONS, ISSUING THREATS AGAINST FEDERAL AND ELECTED OFFICIALS, THE ILLEGAL TRANSPORTATION OF EXPLOSIVES, BOMBINGS, DESTRUCTION OF GOVERNMENT PROPERTY, AND THE FILING OF SPURIOUS LAWSUITS DESIGNED TO HARASS LAW ENFORCEMENT, ELECTED OFFICIALS, AND OTHERS, AS WELL AS TO DISRUPT THE COURTS. SOME MILITIA MEMBERS ENGAGE IN FRAUDULENT FINANCIAL SCHEMES TO RAISE FUNDS. OTHERS HAVE COMMITTED ARMED ROBBERIES OF BANKS AND ARMORED CARS.
I WANT TO EMPHASIZE, AGAIN, THAT FBI INVESTIGATIONS OF MILITIA GROUPS ARE PREDICATED UPON VIOLATIONS OF FEDERAL LAW AND ARE NOT BASED UPON MEMBERS LAWFUL EXERCISE OF THEIR FIRST OR SECOND AMENDMENT RIGHTS.
PUERTO RICAN TERRORIST GROUPS
ALTHOUGH THE LAST TERRORIST INCIDENT INVOLVING PUERTO RICAN TERRORIST GROUPS WAS A BOMBING IN CHICAGO IN DECEMBER 1992, THESE GROUPS CONTINUE TO BE OF CONCERN. BETWEEN 1982 AND 1994, APPROXIMATELY 44 PERCENT OF THE TERRORIST INCIDENTS COMMITTED IN THE UNITED STATES AND ITS TERRITORIES ARE ATTRIBUTED TO PUERTO RICAN TERRORIST GROUPS. EFFORTS ARE CONTINUING TO LOCATE FUGITIVES STILL AT LARGE FROM THESE INCIDENTS. FURTHER, SEVERAL INCARCERATED MEMBERS OF PUERTO RICAN TERRORIST GROUPS ARE DUE TO BE RELEASED FROM PRISON IN 1998.
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PUERTO RICAN TERRORIST GROUPS BELIEVE THE LIBERATION OF PUERTO RICO FROM THE UNITED STATES JUSTIFIES THE USE OF VIOLENCE TO OBTAIN THAT OBJECTIVE. THESE GROUPS CHARACTERIZE THEIR TERRORISM ACTIVITIES AS "ACTS OF WAR" AGAINST INVADING FORCES AND, WHEN ARRESTED, THEY CONSIDER THEMSELVES TO BE "PRISONERS OF WAR" WHO MUST BE TREATED AS SUCH ACCORDING TO THE GENEVA CONVENTION. CLANDESTINE BEHAVIOR AND SECURITY ARE OF UTMOST IMPORTANCE IN THESE GROUP'S ACTIVITIES.
PUERTO RICAN TERRORIST GROUPS CONSIDER ANY ACT THAT BRINGS FUNDS, WEAPONS, AND OTHER SUPPLIES INTO THESE ORGANIZATIONS AS JUSTIFIED. AMONG THE ACTS COMMITTED BY THESE GROUPS ARE MURDERS, ARMED ROBBERIES OF BANKS AND ARMORED CARRIERS, THEFTS OF WEAPONS, BOMBINGS OF UNITED STATES GOVERNMENT BUILDINGS, AND BOMBINGS OF UNITED STATES MILITARY FACILITIES. THESE GROUPS ALSO TARGET FEDERAL AND LOCAL GOVERNMENT OFFICIALS.
THE EPB - MACHETEROS HAS BEEN THE MOST ACTIVE AND VIOLENT OF THE PUERTO RICO-BASED TERRORIST GROUPS SINCE IT EMERGED IN 1978. THE FALN (ARMED FORCES FOR PUERTO RICAN NATIONAL LIBERATION) IS A CLANDESTINE TERRORIST GROUP BASED IN CHICAGO WHICH EMERGED IN THE 1970'S. THE MLN (MOVEMENT OF NATIONAL LIBERATION) IS THE "ABOVE GROUND" SUPPORT GROUP AND POLITICAL ARM OF THE FALN. THE MLN IS THE MAJOR FUNDRAISER FOR THE FALN. AMONG
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THE BUSINESS VENTURES OPERATED BY THE MLN ARE A BAKERY AND A
NEWSPAPER.
SPECIAL INTEREST TERRORIST GROUPS
SPECIAL INTEREST TERRORIST GROUPS ENGAGE IN CRIMINAL ACTIVITY TO BRING ABOUT SPECIFIC, NARROWLY-FOCUSED SOCIAL OR POLITICAL CHANGES. THEY DIFFER FROM MORE TRADITIONAL DOMESTIC TERRORIST GROUPS WHICH SEEK MORE WIDE-RANGING POLITICAL CHANGES.  IT IS THE WILLINGNESS TO COMMIT CRIMINAL ACTS THAT SEPARATES SPECIAL INTEREST TERRORIST GROUPS FROM OTHER LAW-ABIDING GROUPS THAT OFTEN SUPPORT THE SAME POPULAR ISSUES. BY COMMITTING CRIMINAL ACTS, THESE TERRORISTS BELIEVE THAT THEY CAN FORCE VARIOUS SEGMENTS OF SOCIETY TO CHANGE ATTITUDES ABOUT ISSUES CONSIDERED IMPORTANT TO THEM.
THE EXISTENCE OF THESE TYPES OF GROUPS OFTEN DOES NOT COME TO LAW ENFORCEMENT ATTENTION UNTIL AFTER AN ACT IS COMMITTED AND THE INDIVIDUAL OR GROUP LEAVES A CLAIM OF RESPONSIBILITY. MEMBERSHIP IN A GROUP MAY BE LIMITED TO A VERY SMALL NUMBER OF CO-CONSPIRATORS OR ASSOCIATES. CONSEQUENTLY, ACTS COMMITTED BY SPECIAL INTEREST TERRORISTS PRESENT UNIQUE CHALLENGES TO THE FBI AND OTHER LAW ENFORCEMENT. UNFORTUNATELY, THESE TYPES OF TERRORIST ACTS ARE GROWING MORE PREVALENT.
AN EXAMPLE OF SPECIAL INTEREST TERRORIST ACTIVITY IS THE
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FEBRUARY 2, 1992, ARSON OF THE MINK RESEARCH FACILITY AT MICHIGAN STATE UNIVERSITY. RODNEY CORONADO, A MEMBER OF THE ANIMAL LIBERATION FRONT, PLED GUILTY TO ARSON CHARGES ON JULY 3, 1995. THE ANIMAL LIBERATION FRONT IS A MILITANT ANIMAL RIGHTS GROUP FOUNDED IN ENGLAND IN 1976.
ASSESSING THE CAPABILITIES OF INTERNATIONAL AND DOMESTIC TERRORIST GROUPS TO INFLICT HARM ON AMERICAN CITIZENS AND THE UNITED STATES GOVERNMENT IS CRITICAL TO DEVELOPING THE CAPABILITIES AND STRATEGIES NEEDED TO IMPLEMENT THE FOUR CORNERSTONES THAT ARE EMBODIED BY PDD-39.
FBI ROLES AND RESPONSIBILITIES
AS I STATED EARLIER, PDD-39 ESTABLISHES THE ROLES AND RESPONSIBILITIES FOR THE MANY GOVERNMENT AGENCIES THAT ARE INVOLVED IN THE GOVERNMENT'S COUNTERTERRORISM RESPONSE. PDD-39 DEFINES THESE ROLES AND RESPONSIBILITIES WITHIN THE CONTEXT OF THE FOUR CORNERSTONES THROUGH WHICH THE GOVERNMENTS POLICY ON TERRORISM IS TO BE IMPLEMENTED. IN MANY INSTANCES, PDD-39 REAFFIRMED ROLES AND RESPONSIBILITIES SET OUT IN EARLIER EXECUTIVE ORDERS AND BY FEDERAL STATUTES.
PDD-39 ALSO ESTABLISHED NEW ROLES AND RESPONSIBILITIES BASED ON THE ASSESSMENT OF THE CURRENT TERRORISM THREAT TO THE UNITED STATES, ESPECIALLY IN LIGHT OF THE DRAMATIC CHANGES RESULTING FROM THE DISSOLUTION OF THE FORMER SOVIET UNION AND
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THE COMMUNIST BLOC.  IT IS WITHIN THIS FRAMEWORK THAT I WOULD LIKE TO TALK ABOUT THE FBI'S COUNTERTERRORISM ROLES AND
RESPONSIBILITIES.
REDUCING OUR VULNERABILITIES
IN GENERAL, PDD-39 CONFERS UPON THE HEADS OF ALL EXECUTIVE BRANCH DEPARTMENTS AND AGENCIES THE RESPONSIBILITY OF ENSURING THAT THEIR PERSONNEL AND FACILITIES, AND THE PEOPLE AND FACILITIES WITHIN THEIR JURISDICTION, ARE FULLY PROTECTED AGAINST TERRORISM. AS LEAD INVESTIGATIVE AGENCY, PDD-39 CONFERS UPON THE FBI RESPONSIBILITY FOR REDUCING VULNERABILITIES BY AN EXPANDED COUNTERTERRORISM PROGRAM.
PDD-39 FURTHER DIRECTED THE ATTORNEY GENERAL, IN HER ROLE AS THE CHIEF LAW ENFORCEMENT OFFICER, TO CHAIR A CABINET COMMITTEE TO REVIEW THE VULNERABILITY TO TERRORISM OF GOVERNMENT FACILITIES IN THE UNITED STATES AND THE NATION'S CRITICAL INFRASTRUCTURE. SHE WAS ALSO DIRECTED TO MAKE RECOMMENDATIONS TO THE PRESIDENT AND THE APPROPRIATE CABINET MEMBER OR AGENCY HEAD REGARDING THE FINDINGS OF THE COMMITTEE.
IN RESPONSE TO THIS TASKING, THE ATTORNEY GENERAL ESTABLISHED THE CRITICAL INFRASTRUCTURE WORKING GROUP WHICH INCLUDED REPRESENTATIVES FROM THE DEPARTMENT OF DEFENSE AND THE INTELLIGENCE COMMUNITY. THE GROUP IDENTIFIED EIGHT NATIONAL CRITICAL INFRASTRUCTURES: TELECOMMUNICATIONS, TRANSPORTATION,
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EMERGENCY SERVICES, BANKING AND FINANCE, ELECTRICAL POWER SYSTEMS, WATER SUPPLY SYSTEMS, GAS/OiL STORAGE AND TRANSPORTATION, AND CONTINUITY OF GOVERNMENT. THE GROUP ALSO IDENTIFIED TWO CATEGORIES OF THREAT TO THESE INFRASTRUCTURES -PHYSICAL AND CYBER.
IN JULY 1996, THE PRESIDENT ISSUED AN EXECUTIVE ORDER ON CRITICAL INFRASTRUCTURE PROTECTION THAT ESTABLISHED THE PRESIDENT'S COMMISSION ON CRITICAL INFRASTRUCTURE PROTECTION. THE ORDER ALSO ESTABLISHED AN INTERIM INFRASTRUCTURE PROTECTION TASK FORCE. THE PURPOSE OF THE TASK FORCE IS TO IDENTIFY AND IMPROVE COORDINATION OF EXISTING INFRASTRUCTURE PROTECTION EFFORTS THROUGHOUT THE GOVERNMENT UNTIL THE COMPLETION OR DEVELOPMENT OF A COMPREHENSIVE NATIONAL POLICY AND STRATEGY FOR CRITICAL INFRASTRUCTURE PROTECTION. THE FBI WAS SELECTED TO CHAIR THE TASK FORCE. THE COMMISSION OVERSEES THE WORK OF THE TASK FORCE.
DETERRING TERRORISM
THE UNITED STATES GOVERNMENT SEEKS TO DETER TERRORISM THROUGH PUBLIC DIPLOMACY, BY REDUCING TERRORIST CAPABILITIES AT HOME AND ABROAD, AND BY SEEKING THE RETURN OF INDICTED TERRORISTS TO THE UNITED STATES FOR PROSECUTION.
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RESPONDING TO TERRORISM
TO DEVELOP AND COORDINATE THE GOVERNMENT'S RESPONSE TO INTERNATIONAL AND DOMESTIC TERRORISM, THE PRESIDENT HAS ESTABLISHED LEAD AGENCY RESPONSIBILITIES AMONG THE VARIOUS DEPARTMENTS OF THE EXECUTIVE BRANCH.
THE PRESIDENT REAFFIRMED THE DEPARTMENT OF JUSTICE AS THE OVERALL LEAD AGENCY DOMESTICALLY.  IN ADDITION TO BEING RESPONSIBLE FOR THE PROSECUTION OF TERRORISTS THAT VIOLATE UNITED STATES LAW, THE DEPARTMENT IS RESPONSIBLE FOR THE DEVELOPMENT AND IMPLEMENTATION OF POLICIES ADDRESSING DOMESTIC TERRORISM. FOR FOREIGN INCIDENTS, THE DEPARTMENT OF STATE IS THE LEAD AGENCY.
THE PRESIDENT REAFFIRMED THE FBI AS THE LEAD AGENCY FOR INVESTIGATING TERRORIST ACTS PLANNED OR CARRIED OUT BY FOREIGN OR DOMESTIC TERRORIST GROUPS IN THE UNITED STATES OR WHICH ARE DIRECTED AT UNITED STATES CITIZENS OR INSTITUTIONS ABROAD.
EFFECTIVE RESPONSE AND COORDINATION OBVIOUSLY REQUIRES GOOD INTERAGENCY SUPPORT COORDINATION. THE PDD DIRECTED THE ESTABLISHMENT OF RAPIDLY DEPLOYABLE INTERAGENCY EMERGENCY SUPPORT TEAMS TO RESPOND TO TERRORIST INCIDENTS. THE DEPARTMENT OF STATE IS GIVEN RESPONSIBILITY FOR LEADING AND MANAGING THE FOREIGN EMERGENCY SUPPORT TEAM IN FOREIGN INCIDENTS. THE FBI IS DESIGNATED AS BEING RESPONSIBLE FOR THE
-17-
DOMESTIC EMERGENCY SUPPORT TEAM IN DOMESTIC INCIDENTS.  BOTH TEAMS ARE TO INCLUDE MODULES FOR SPECIFIC TYPES OF INCIDENTS, SUCH AS NUCLEAR, BIOLOGICAL, OR CHEMICAL THREATS.
OTHER RESPONSIBILITIES OF THE FBI, CONSISTENT WITH ITS EXISTING AUTHORITIES, ARE TO COLLECT, ANALYZE, AND DISSEMINATE INTELLIGENCE ON TERRORIST GROUPS AND ACTIVITIES, AND TO DISSEMINATE INTERNAL THREAT WARNINGS.  FINALLY, TO FACILITATE INTELLIGENCE COMMUNITY AND LAW ENFORCEMENT COOPERATION, THE FBI HAS BEEN DIRECTED TO ESTABLISH A DOMESTIC COUNTERTERRORISM
CENTER.
WEAPONS OF MASS DESTRUCTION
THE ACQUISITION, PROLIFERATION, THREATENED OR ACTUAL USE OF WEAPONS OF MASS DESTRUCTION BY A TERRORIST GROUP OR INDIVIDUALS CONSTITUTES ONE OF THE GRAVEST THREATS TO THE UNITED STATES. THE GOVERNMENT'S POLICY RECOGNIZES THAT THERE IS NO HIGHER PRIORITY THAN PREVENTING THE ACQUISITION OF THIS CAPABILITY OR REMOVING THIS CAPABILITY FROM TERRORIST GROUPS POTENTIALLY OPPOSED TO THE UNITED STATES.
THE FBI IS WORKING CLOSELY WITH THE DEPARTMENT OF DEFENSE TO CARRY OUT OTHER AUTHORIZED WEAPONS OF MASS DESTRUCTION PROGRAMS, SUCH AS NUNN-LUGER. WE ARE ACTIVELY UNDERTAKING INITIATIVES TO EMPLOY ALL NECESSARY MEASURES, ASSETS, AND RESOURCES TO ACHIEVE THESE OBJECTIVES.
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DURING THE PAST YEAR, THE FBI HAS IMPLEMENTED SEVERAL NEW INITIATIVES TO MEET THIS CHALLENGE. THESE INITIATIVES ARE NOT CONDUCTED IN A UNILATERAL MANNER, BUT WITH THE FBI WORKING WITH MANY OTHER UNITED STATES GOVERNMENT AGENCIES AND STATE AND LOCAL AGENCIES TO COORDINATE CRISIS AND CONSEQUENCE MANAGEMENT.
THESE INITIATIVES INVOLVE THE FBI'S ROLE IN THE INTERAGENCY COMMUNITY TO ASSIST IN THE TRAINING OF LAW ENFORCEMENT AND EMERGENCY RESPONDERS THROUGHOUT THE UNITED STATES; TO ISSUE AND UPDATE CONTINGENCY PLANS FOR FBI FIELD OFFICES AND OTHER CRISIS MANAGEMENT AGENCIES; TO PARTICIPATE IN INTERAGENCY EXERCISES; TO CREATE THE DOMESTIC EMERGENCY SUPPORT TEAM; AND TO IMPLEMENT THE JOINT DEPARTMENT OF DEFENSE/FBI INTERNATIONAL TRAINING INITIATIVE IN THE FORMER SOVIET UNION.
SPECIAL EVENTS MANAGEMENT
THE FBI PLAYS A MAJOR ROLE IN THE INTELLIGENCE AND SECURITY PLANNING FOR MANY SPECIAL EVENTS OCCURRING WITHIN THE UNITED STATES, SUCH AS THE 1996 ATLANTA OLYMPICS, THE DEMOCRATIC AND REPUBLICAN NATIONAL CONVENTIONS, AND PRESIDENTIAL INAUGURATION.
THESE EVENTS ROUTINELY RECEIVE A HIGH DEGREE OF VISIBILITY BOTH DOMESTICALLY AND INTERNATIONALLY. AS SUCH, THESE
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EVENTS REPRESENT POTENTIAL TARGETS FOR ACTS OF TERRORISM IN WHICH THE RESULTING CONSEQUENCES COULD CAUSE SIGNIFICANT HARM TO EITHER UNITED STATES NATIONAL INTERESTS OR INTERNATIONAL POLITICAL STABILITY.
COUNTERTERRORISM RESOURCES
PDD-39, AS WELL AS OTHER EXECUTIVE ORDERS AND FEDERAL STATUTES, HAS SERVED AS THE BLUEPRINT FOR DEVELOPING THE VARIOUS COUNTERTERRORISM INITIATIVES AND FUNDING PROPOSALS THAT HAVE BEEN GENEROUSLY SUPPORTED BY THE COMMITTEE.  IN DEVELOPING THESE INITIATIVES, I HAVE SOUGHT TO ADDRESS NOT ONLY COUNTERTERRORISM INVESTIGATIVE REQUIREMENTS, BUT ALSO CERTAIN CRITICAL INFRASTRUCTURE CAPABILITIES OF THE FBI THAT ALLOW OUR INVESTIGATORS AND ANALYSTS TO PERFORM THEIR JOBS. ESTABLISHING AND MAINTAINING AN EFFECTIVE COUNTERTERRORISM CAPABILITY WITHIN THE FBI REQUIRES A CAREFUL BALANCE BETWEEN INVESTIGATIVE RESOURCES AND RELATED INFORMATION, TECHNOLOGY, AND FORENSIC SUPPORT SERVICES.
1995 COUNTERTERRORISM SUPPLEMENTAL
IN THE AFTERMATH OF THE APRIL 1995 BOMBING OF THE MURRAH FEDERAL BUILDING IN OKLAHOMA CITY, THE ADMINISTRATION SUBMITTED A SUPPLEMENTAL BUDGET REQUEST FOR THE FBI TO ENHANCE DOMESTIC TERRORISM CAPABILITIES. CONGRESS RESPONDED BY ENACTING A 1995
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SUPPLEMENTAL APPROPRIATION THAT PROVIDED 427 SUPPORT POSITIONS AND $77.1 MILLION TO THE FBI. AMONG THE ITEMS FUNDED BY CONGRESS WERE SEVERAL MAJOR, MULTI-YEAR PROJECTS, SUCH AS THE UPGRADING OF FBI COMMAND CENTER CAPABILITIES.
THE FBI HAS FILLED ALL OF THESE 427 SUPPORT POSITIONS; 425 EMPLOYEES ARE ON BOARD AND 2 HAVE BEEN PROVIDED APPOINTMENT LETTERS. AMONG THESE NEW POSITIONS WERE 190 SPECIAL SURVEILLANCE GROUP STAFF, 25 ANALYSTS FOR THE COUNTERTERRORISM CENTER, 75 INTELLIGENCE RESEARCH SPECIALISTS, 50 POLICE OFFICERS, 69 TECHNICAL STAFF, AND 18 FIELD CLERICAL STAFF.
WE HAVE OBLIGATED $54.8 MILLION OF THE 1995 SUPPLEMENTAL FUNDING, AS OF MARCH 31, 1997. RECENTLY, THE HOUSE AND SENATE APPROPRIATIONS COMMITTEES CLEARED THE FBI'S REQUEST TO USE $7.5 MILLION OF THE REMAINING UNOBLIGATED FUNDS FOR THE COMPUTER INVESTIGATION AND INFRASTRUCTURE THREAT ASSESSMENT CENTER, AS WELL AS INITIATIVES RELATED TO THE INFRASTRUCTURE PROTECTION TASK FORCE. THE LARGEST AMOUNT OF UNOBLIGATED FUNDS IS FOR THE RENOVATION AND UPGRADING OF THE FBI COMMAND CENTER, WHICH IS A MULTI-YEAR PROJECT SCHEDULED FOR COMPLETION IN 1998.
1996 COUNTERTERRORISM INITIATIVE
CONGRESS PROVIDED THE FBI WITH $158.8 MILLION IN 1996 FOR COUNTERTERRORISM ACTIVITIES, INCLUDING 222 NEW POSITIONS. WE HAVE HIRED 209 INDIVIDUALS, INCLUDING ALL 131 AGENTS AND 78 OF 91 SUPPORT
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STAFF.
OF THE $158.8 MILLION PROVIDED, $89.5 MILLION HAS BEEN OBLIGATED AS OF MARCH 31, 1997. THE REMAINING UNOBLIGATED 1996 COUNTERTERRORISM AMENDMENT FUNDING CONSISTS OF NO-YEAR CONSTRUCTION AND VIOLENT CRIME REDUCTION FUNDS FOR SEVERAL MAJOR, MULTI-YEAR INITIATIVES, PRIMARILY THE CONSTRUCTION OF A NEW FBI LABORATORY FACILITY AND THE FBI COMMAND CENTER.
THE FBI HAS SELECTED A SITE FOR THE NEW FACILITY AT THE FBI ACADEMY IN QUANTICO, VIRGINIA. WE EXPECT TO BEGIN SITE PREPARATION LATER THIS SUMMER.  FUNDING WAS ALSO PROVIDED FOR A MULTI-YEAR MODERNIZATION OF LABORATORY EQUIPMENT AND TO ACQUIRE EQUIPMENT FOR EVIDENCE RESPONSE TEAMS IN FBI FIELD OFFICES.
THE 1996 APPROPRIATION ALSO INCLUDED THE REMAINDER OF THE FUNDING PLANNED FOR THE FBI COMMAND CENTER PROJECT, AS WELL AS FUNDING TO SUPPORT FBI DIGITAL TELEPHONY AND TACTICAL OPERATIONS PROGRAMS. THESE LATTER TWO PROGRAMS ARE CRITICAL TO MAINTAINING OUR TECHNICAL CAPABILITIES IN COUNTERTERRORISM MATTERS. THESE ARE LONG-TERM PROGRAMS THAT WILL ALLOW US TO KEEP PACE WITH CHANGING TECHNOLOGIES.
1997 COUNTERTERRORISM INITIATIVE
AS I MENTIONED EARLIER, CONGRESS PROVIDED THE FBI WITH $133.9 MILLION IN NEW COUNTERTERRORISM RESOURCES IN THE 1997 APPROPRIATIONS. THIS FUNDING WILL ALLOW US TO ASSIGN 644
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ADDITIONAL AGENTS AND 620 SUPPORT EMPLOYEES TO SUPPORT OUR COUNTERTERRORISM PROGRAMS, FBI LABORATORY, CRITICAL INCIDENT RESPONSE GROUP, AND SERVICE OPERATIONS.
MOST OF THE NEW AGENTS AND SUPPORT POSITIONS ARE ALLOWING US TO DOUBLE THE "SHOE-LEATHER" FOR COUNTERTERRORISM INVESTIGATIONS SO THAT WE CAN ADDRESS EMERGING DOMESTIC AND INTERNATIONAL TERRORIST GROUPS, ESTABLISH AN INVESTIGATIVE CAPABILITY FOR CHEMICAL/BIOLOGICAL/NUCLEAR INCIDENTS, IDENTIFY KEY ASSETS AND CONDUCT INFRASTRUCTURE VULNERABILITY ASSESSMENTS. EACH OF THESE AREAS DIRECTLY SUPPORTS THE FOUR MAJOR CORNERSTONES OF THE GOVERNMENT'S COUNTERTERRORISM POLICY.
WE ARE ALSO EXPANDING THE NUMBER OF JOINT TERRORISM TASK FORCES THAT HAVE PROVEN TO BE EXTREMELY VALUABLE IN FACILITATING COOPERATION AMONG FEDERAL, STATE, AND LOCAL LAW ENFORCEMENT.
TO SUPPORT OUR EXPANDED FIELD COUNTERTERRORISM EFFORTS, CONGRESS ALSO FUNDED IMPROVEMENTS FOR FBI INFORMATION AND INTELLIGENCE CAPABILITIES. WE ARE ESTABLISHING OUR COMPUTER INVESTIGATION AND INFRASTRUCTURE THREAT ASSESSMENT CENTER (CITAC) AT FBI HEADQUARTERS TO SERVE AS A RESOURCE FOR INVESTIGATIONS OF COMPUTER CRIMES AND ATTEMPTS TO DISRUPT OR DISABLE THE NATIONAL INFORMATION INFRASTRUCTURE. WE ARE IMPLEMENTING A PLAN TO IMPROVE OUR LANGUAGE TRANSLATION
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CAPABILITIES, PARTICULARLY IN THE AREAS OF FARSI AND ARABIC.
WE ARE ACQUIRING COMPUTERS THAT WILL PROVIDE US ACCESS TO CLASSIFIED INTELLIGENCE COMPUTER NETWORKS AND DATABASES SO THAT WE CAN EXCHANGE INFORMATION WITH OUR PARTNERS AND ACCESS THEIR DATA. EFFORTS ARE UNDERWAY TO UPDATE THE DATABASE OF KEY ASSET INFORMATION. WE ARE STRENGTHENING STATE AND LOCAL LAW ENFORCEMENT INVOLVEMENT WITH OUR COUNTERTERRORISM CENTER.
TO IMPROVE FORENSICS AND CRISIS MANAGEMENT
CAPABILITIES, CONGRESS PROVIDED FUNDING TO ESTABLISH A HAZARDOUS MATERIALS RESPONSE CAPABILITY WITHIN THE FBI LABORATORY SO THAT WE CAN FULFILL OUR ROLE IN TERRORIST INCIDENTS WHERE CHEMICAL OR BIOLOGICAL AGENTS OR NUCLEAR MATERIALS ARE SUSPECTED OR INVOLVED.  FUNDING WAS ALSO PROVIDED TO UPGRADE THE TRAINING PROVIDED TO FEDERAL, STATE, AND LOCAL LAW ENFORCEMENT, FIREFIGHTER, AND PUBLIC SAFETY OFFICERS THROUGH THE FBI'S HAZARDOUS RESPONSE SCHOOL AT REDSTONE ARSENAL, ALABAMA. WE ARE DEVELOPING A CAPABILITY TO EXCHANGE FORENSIC INFORMATION WITH OTHER FOREIGN GOVERNMENTS SO THAT WE CAN IMPROVE OUR ABILITY TO LINK TERRORIST INCIDENTS AND IDENTIFY PERSONS RESPONSIBLE FOR TERRORIST ACTS.
WE ARE IMPLEMENTING A CRISIS MANAGEMENT PROGRAM THAT PROVIDES TRAINING TO SENIOR LAW ENFORCEMENT MANAGERS, INCLUDING
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THE ATTORNEY GENERAL, TOP DEPARTMENT OF JUSTICE OFFICIALS, FBI SPECIAL AGENTS IN CHARGE, AND OTHERS, WHO ARE KEY DECISION-MAKERS IN THE MANAGEMENT AND RESOLUTION OF A HOSTAGE-TAKING INCIDENT, A TERRORIST ACT, A PRISON SIEGE, OR OTHER CRISIS SITUATION. OUR CRISIS MANAGEMENT PROGRAM ALSO ASSISTS IN THE PLANNING AND CONDUCTING OF TRAINING EXERCISES THAT ASSESS THE READINESS OF FEDERAL AGENCIES, STATE AND LOCAL GOVERNMENT, AND OTHERS IN RESPONDING TO A CHEMICAL AND BIOLOGICAL INCIDENTS OR OTHER SIMILAR THREATS.
FINALLY, TO PROVIDE A MORE SECURE WORK ENVIRONMENT, CONGRESS PROVIDED FUNDING TO ACQUIRE PHYSICAL SECURITY EQUIPMENT FOR FBI OFFICES, SUCH AS X-RAY MACHINES, MAGNETOMETERS, AND CLOSED-CIRCUIT TELEVISION SYSTEMS; TO HIRE CONTRACT GUARD AND SECURITY FOR FIELD OFFICES AND THE FBI ACADEMY; AND TO ADD ADDITIONAL POLICE OFFICERS TO PROTECT OUR NEW WASHINGTON, D.C. FIELD OFFICE. THESE PHYSICAL SECURITY UPGRADES ARE CONSISTENT WITH THE MEASURES RECOMMENDED IN THE VULNERABILITY ASSESSMENT OF FEDERAL FACILITIES THAT WAS MANDATED AFTER THE OKLAHOMA CITY BOMBING.
1998 PRESIDENT'S BUDGET
THE 1998 BUDGET REQUEST TO CONGRESS INCLUDES $83.3 MILLION TO FULLY FUND THE NEW COUNTERTERRORISM POSITIONS PROVIDED BY THE CONGRESS IN THE 1997 APPROPRIATIONS ACT.  MOST OF
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THIS FUNDING IS FOR PERSONNEL COMPENSATION OF AGENT AND SUPPORT STAFF.
ADDITIONALLY, WITHIN OUR TECHNOLOGY CRIMES INITIATIVE, AN INCREASE OF $5.9 MILLION IS PROPOSED TO FUND THE OPERATIONS OF THE CITAC.  INITIAL FUNDING FOR THE C1TAC WAS PROVIDED AS PART OF THE COUNTERTERRORISM INITIATIVE IN THE 1997 APPROPRIATIONS ACT. CITAC SUPPORTS BOTH CRIMINAL AND NATIONAL SECURITY INVESTIGATIONS. THIS ADDITIONAL FUNDING IS NEEDED FOR CONTRACTOR SUPPORT SERVICES, TECHNICAL EQUIPMENT, TRAINING, AND OPERATIONAL TRAVEL THE 1998 BUDGET ALSO PROPOSES 56 POSITIONS (34 AGENTS) AND $5.9 MILLION FOR COMPUTER CRIME INVESTIGATIONS.
THE DUAL THREATS THAT THE CITAC ADDRESSES ARE AMONG THE MOST CHALLENGING AND DYNAMIC PROBLEMS THAT THE FBI MUST ADDRESS IN MEETING ITS NATIONAL SECURITY AND CRIMINAL MISSIONS. ILLEGAL ELECTRONIC INTRUSION INTO COMPUTER NETWORKS IS A RAPIDLY ESCALATING CRIME AND SECURITY PROBLEM. IN ADDITION TO TERRORISTS, WHITE-COLLAR CRIMINALS, ECONOMIC ESPIONAGE AGENTS, ORGANIZED CRIME GROUPS, AND FOREIGN INTELLIGENCE AGENTS HAVE BEEN IDENTIFIED AS "ELECTRONIC INTRUDERS" RESPONSIBLE FOR PENETRATIONS OF AMERICAN COMPUTER SYSTEMS AND NETWORKS.
THE UNITED STATES GOVERNMENT RELIES UPON THE NATIONAL INFORMATION INFRASTRUCTURE FOR THE EFFICIENT, UNINTERRUPTED FLOW OF ELECTRONIC INFORMATION FOR AIR TRAFFIC CONTROL, MILITARY
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COMMUNICATIONS, ENERGY DISTRIBUTION, PUBLIC SAFETY, AND OTHER ESSENTIAL GOVERNMENT PROGRAMS AND SERVICES.  INTELLIGENCE AND INDUSTRY FORECASTS INDICATE THE UNITED STATES IS JUST BEGINNING TO REALIZE THE POTENTIALLY DAMAGING EFFECTS AND EXTENT OF THE COMPUTER CRIME PROBLEM.
CONCLUSION
THE DYNAMIC NATURE OF THE COUNTERTERRORISM THREAT TO THE UNITED STATES IS A SIGNIFICANT CHALLENGE TO THE FBI, AS WELL AS ALL OF THE OTHER FEDERAL, STATE, AND LOCAL AGENCIES INVOLVED IN COMBATING TERRORISM.  PDD-39 CLEARLY ARTICULATES THE POLICY OF THE UNITED STATES TOWARDS TERRORISM, IDENTIFIES THE MAJOR UNDERPINNINGS OF THIS POLICY, AND DESIGNATES ROLES FOR FEDERAL AGENCIES.
CONSISTENT WITH THIS OVERALL STATEMENT OF POLICY, AND WITH THE RESOURCES YOU HAVE PROVIDED US, THE FBI IS DEVELOPING AND IMPLEMENTING A COMPREHENSIVE COUNTERTERRORISM STRATEGY. OUR SUCCESS IN ACHIEVING OUR GOALS AND OBJECTIVES IN THWARTING INTERNATIONAL AND DOMESTIC TERRORISM WILL DEPEND, IN PART, UPON THE CONTINUED SUPPORT OF THE CONGRESS. I AM HOPEFUL THAT WE WILL BE ABLE TO ENJOY THE CONTINUED SUPPORT OF CONGRESS AS WE WORK TOWARD ACHIEVING OUR COUNTERTERRORISM GOALS AND OBJECTIVES.
I STRONGLY BELIEVE THAT THE AMERICAN PEOPLE EXPECT THE FBI TO DO ITS BEST TO, FIRST PREVENT ACTS OF TERRORISM FROM
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HAPPENING, AND TWO, TO EFFECTIVELY RESPOND TO AND INVESTIGATE THOSE ACTS OF TERRORISM THAT ARE COMMITTED SO THAT THE PERSONS RESPONSIBLE FOR SUCH HEINOUS CRIMES ARE PROSECUTED TO THE FULLEST EXTENT OF THE LAW. I KNOW THAT WITH THE COMMITTEE'S CONTINUED SUPPORT, THE FBI WILL BE ABLE TO MEET THE CHALLENGE OF TERRORISM IN THE UNITED STATES.
THAT CONCLUDES MY PREPARED REMARKS.  I WOULD LIKE TO RESPOND TO ANY QUESTIONS AT THIS TIME.
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