RAESTANTlA PER SCIENTIAM

¥

NAVAL
POSTGRADUATE
SCHOOL

MONTEREY, CALIFORNIA

THESIS

THE FORENSIC POTENTIAL OF FLASH MEMORY
by
James E. Regan
September 2009

Thesis Advisor: Simson Garfinkel
Second Reader: George Dinolt

Approved for public release; distribution is unlimited




THIS PAGE INTENTIONALLY LEFT BLANK



REPORT DOCUMENTATION PAGE Form Approved OMB No. 076188

Pubic reporting burden for this collection of information is estimated to average 1 hour per response, including the tireeviiog iestruction,
searchig existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection ohinSsmnatj
comments regarding this burden estimate or any other aspect of this collection of information, including suggestibnsirfgrthis burden, tg
Washington headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Buiitegi@, VA
222024302, and to the Office of Management and Budget, Paperwork Reduction ProjeeD{88)AVashington DC 20503.

1. AGENCY USE ONLY (Leave blank) 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
September 2009 Masterds Thesi |
4. TITLE AND SUBTITLE The Forensic Potential of Flash Memory 5. FUNDING NUMBERS
6. AUTHOR(S) James E. Regan
7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
Naval Postgraduate School REPORT NUMBER

Monterey, CA 93945000

9. SPONSORING /MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING/MONITORING
N/A AGENCY REPORT NUMBER

11. SUPPLEMENTARY NOTES The views expressed in this thesis are those of the author and do not reflect the officiaj
or position of the Department of Defense or the U.S. Government.
12a. DISTRIBUTION / AVAILABILITY STATEMENT 12b. DISTRIBUTION CODE
Approved for pblic release; distribution is unlimited
13. ABSTRACT (maximum 200words)

This thesis explores the forensic opportunities afforded by flash memory. It starts with a discussion
storage starting with the physics of flashvides, the development of flash translation layers (which allow f|
devices to be used with unmodified legacy operating systems), and flash file systems (which provide fj
utilization of flash storage at a somewhat higher cost). Then this {esigles a comprehension survey of {
relevant academic literature and evaluates the work that others have done in the field of flash data rec
provides a theory of circumstances when residual data may exist on flash memory through the irdetgt@mraand]
overwrite of previously saved data, based upon a thorough patent review and freely available document
clearly documents the steps of configuring a Linux kernel to use the YAFFS2 (Yet Another Flash File Systen|
Android) and he JFFS2 (the Journaling Flash File System used on the One Laptop per Child Program) f
systems. It then conducts experiments to confirm or deny these theories, with a focus on the recovery of
other evidence that overwritten and deletathdnce existed. Finally, this thesis makes recommendations for f
research.

14. SUBJECT TERMSFlashMemory, Forensics, Flash File Systems, Flash Transition Lg] 15. NUMBER OF
YAFFS, JFFS2 PAGES
101
16. PRICE CODE
17. SECURITY 18. SECURITY 19. SECURITY 20. LIMITATION OF
CLASSIFICATIO N OF CLASSIFICATION OF THIS CLASSIFICATION OF ABSTRACT
REPORT PAGE ABSTRACT
Unclassified Unclassified Unclassified uu
NSN 754001-280-5500 Standard Form 298 (Rev-&9)

Prescribed by ANSI Std. 238



THIS PAGE INTENTIONALLY LEFT BLANK



Approved for public release; distribution is unlimited

THE FORENSIC POTENTIAL OF FLASH MEMORY

James E. Regan
Captain, United States Marine Corps
B.A., Franklin and Marshall College, 1997

Submitted in partial fulfillment fothe
requirements for the degree of

MASTER OF SCIENCE IN COMPUTER SCIENCE

from the

NAVAL POSTGRADUATE SCHOOL

September 2009
Author: James E. Regan
Approved by: Simson Garfinkel

Thesis Advisor

George Dinolt
Second Reader

Dr. Peter Denmig
Chairman, Department of Computer Science



THIS PAGE INTENTIONALLY LEFT BLANK



ABSTRACT

This thesis explores the forensic opportunities afforded by flash memory. It starts
with a discussion of flash storage starting with the physics of flash deviaes, th
development of flash translation layers (which allow flash devices to be used with
unmodified legacy operating systems), and flash file systems (which provide for better
utilization of flash storage at a somewhat higher cost). Then this thesis pravides
comprehension survey of the relevant academic literature and evaluates the work that
others have done in the field of flash data recovery. It provides a theory of circumstances
when residual data may exist on flash memory through the intentional deetth
overwrite of previously saved data, based upon a thorough patent review and freely
available documentation. It clearly documents the steps of configuring a Linux kernel to
use the YAFFS2 (Yet Another Flash File System used in Android) and JFFS2 (the
Journaling Flash File System used by the One Laptop Per Child project) flash file
systems. It then conducts experiments to confirm these theories, with a focus on the
recovery of data and other evidence that overwritten and deleted data once existed.

Finally, this thesis makes recommendations for further research.
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l. INTRODUCTION

A. MOTIVATION

Small devices using fladhased storage areutinely encountered during military,
law enforcement and intelligence operations. Today, these devices are largely analyzed
using tools designed to analyze hard drives. These tools look for data at the logical block
level. They can find data inadvertgnleft on the device either because no attempt was
made to delete it or the attempt was not successful. Flash devices offer additional
opportunities for data recovery, because there is a physical layer below the logical layer

that can be exploited to befit the forensic investigator.

This thesis explores the forensic opportunities afforded by flash memory. It
begins with a discussion of flash storage starting with the physics of flash devices, the
development of Flash Translation Layers (FTLs), whatlbw flash devices to be used
with unmodified legacy operating systems, and flash file systems (which provide for
better utilization of flash storage at a somewhat higher cost). The thesis then makes the
following contributions to the field of computfarensics:

1 The first comprehensive survey of the academic literature regarding flash
forensics.

1 A thorough review of FTL, flash file systems and flash memory patents
with respect to the opportunities for recovering residual data.

1 Clearly documenting the egps for configuring Linux to use YAFFS and
JFFS2 with a flash simulator.

1 Performing experiments that used a flash simulator and file system
operations to determine residual data left by YAFFS and JFFS2.

1 Discussing the possibilities for recovering resicileth from a FTL.
1 Recommendations for further research.
These techniques further developed the understanding of how residual data is left on flash

memory devices and how to recover it.



B. THEORY

Flash is a block structured storage system that is incoppsheing used to
supplement or replace traditional magnetic storage in many applications. Flash is also
widely used on portable devices such as cellular phones. But flash storage is different
from magnetic storage in two important ways. First, flash geotdocks must berased
before they can be written, and the erasure size is typically much larger than the block or
sector size. Second, whereas the sectors on a hard drive can be rewritten hundreds of

millions of times, flash blocks can typically only t@vritten a few thousand times.

The physical limitations of flash media are overcomghwwo technical
approachesout of place writes when data is changed, and wear leveling that swaps data
from one physical location to another in order to even theeusgerase operations
among the flash storage blocks. This required functionality offers more opportunities for

a forensic examiner to recover residual data than are afforded on a typical hard disk drive.

Flash media used in SD cards and in USB thumbedriimplement these
requirements through the flash transition la§feéfL), an indirection layer that allows a
traditional operating system to read and write individual logical sectors on the flash, but
which translates these operations to thedftilacewrites and wealeveling necessary
for proper operation. As a result of the FTL, the act of overwriting every logical sector of
a flash storage device may leave observable evidence at the physical layer that the flash
media has been previously used. Tikibecause overwriting blocks at the logical level
will result in changes to the internal FTL data structures that cannot be controlled through
the traditional APIs used to control block devices. It is also possible that residual user
data may be recoverdtirough an API that allows access to the physical flash device,
because the act of overwriting specific logical data does not translate into the erasure and

overwriting of the corresponding physical blocks.

The potential for forensic recovery with flaghtherefore greater than with a hard
disk drive. Users of hard drives have full access to the physical layer: the act of wiping
the entire hard drive and reinstalling a new operating system leaves little or no trace that

the device had been previously useBut if a user were to reinstall a new operating
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system on a flash device, in attempt to cover previous use, the data structures are written
to new physical locations, possibly leaving older ones in place, unmapped to the logical
layer. These unmappeadlder blocks may contain previous operating system data or user
files that will provide a signature different froenflash device that was used just once.

In addition, a flash device used for the first time will most likely result in very
little fragmenétion at the physical layer. On a clean device, data is written sequentially
until the media fills. Therés very little wear leveling ithe media has not been used
much. But if the flash device has been used extensively, in an attempt to wipe at the
logical layer only, the reinstallation of an operating system will result in a greater level of
physical fragmentation as the media fills with out of place writestan&TL or flash file

systemconducts wear leveling procedures.

This theory is also applble foruse inthe potential recovgrof previous user
files that a user attempts to wipe. But, as the user files grow in size and the use of the
flash media increases, the files will become more fragmented at the physical layer,
leaving data recovery epations much more difficult. Smaller files, particularly the size
of a physical flash page or smaller (approximately 512KB), should provide the greatest
potential for recovery. The ideal targets for recovery would be small text documents, cell
phone mesage log entries, contact information, small images and file system data
structures that contain metadata such as inodes and FATs. Files that are likely to become
fragmented and harder to recover include large image files, video files and sound format

files such as .mp3 and .wav.

C. FLASH TRANSLATION LA YER

There are two approaches to address the limitations of flash memory tgused
write endurance, out of placer i t e s, erase bl ock -sandones and
addressability. The first is the Flashafslation Layer specification. The FTL allows
any standard file system to utilize a flash memory device by emulating a block device.
The FTL stands between the host operating system and the flash device and translates the
standard block commands fronethost. It will present memory from the flash in sectors

and blocks, much like the standards useé Iward disk drive interacting with a FAT file

3



system while hiding the intricacies of the flash device, such as block erasing and wear
leveling. It doesthis by mapping the block and sector addresses of the standard file
system to physical addresses., &9 data is physically moved to different locatiams
orderto implement wear leveling aralit-of-band writes, th&TL preserd the data to the

host germting system as if the data written toa static location The FTL may be
implemented on a hardware controller that exists on the chip itself working as the
intermediary between a host OS utilizing a standard file system such as FAMay it
exist as prt of the operating system.A common example of an implementation is
SanDiskbks mobi |l e f | aslitesad FTL \preggammek iorc dn embedded

controller withinthe SanDisk SDnemory cards.

D. FLASH FILE SYSTEMS

The second approach is to design a $iystem that implements wear leveling and
out-of-band writes itself. Applications such as the open source YAFESE Another
Flash File System)and JFFS(Journaling Flash File Systemrgnd the proprietary
Microsoft Flash File System use this approachstdad of using the traditional FAGr
inodes,these systems create their own data structures on the flash. dBvese data
structures ardoaded intot he host RAM wben the flaghs file system is
mounted These structuregre used by the file sem toimplement wear leveling, bad
block management, block reclamation during block erasure and pointers to extents that
will recreate files requested by the host. Typically, the structure will utilize status flags
that indicate the state of the physipages and blocks and erase counts to even wear.
key distinction between FTLs and flash file systems is that the operating system, through
the flash file system, will have direct access to the spare area to store metadata and file
structures, whereatd FTL does not give the OS and utilized file systems that level of
access. Flash file systems are typically used in embedded applicatvbese the flash

storage is not removablsuch as the YAFF8nplementationin the Android operating



system for molde phoneg1].l Unlike the FTL utilizing aFAT, flash file systera arenot
as portable to other systenrspecific drivers will need to be loademto the host for

interaction.

The potential for forensic datarecovery will depad upon the specific
implementation of the wear leveling mechanism. Each specification will handle wear
leveling differently and will perform garbage collection at different intervals. One
solution will not fit all, and each system needs to be studiezfudly to maximize data
recovery.

1 The T-Mobile G1 phone, which uses the Android operating system, actually uses both a flash file
systemad an FTL. YAFFS is used for the phoneés internal
system with an FTL to store data on the phoneds micr

5
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Il BACKGROUND AND RELAT ED WORK

A. BACKGROUND
1. Physics of Flash Memory

Flash memory is a type of Electronically Erased Programmable Read Only
Memory (EEPROM). Flash can be in onewb states erased and neerased. Flash is
nonvolatile, in that it retains its content after the removal of power. Flash memory cells
are made up of floating gate transistors to store information, where the gate traps an
electron. The existence of &arge indicates a zero and no charge represents a one.
Write operations can only program a one teeao. In order to clear a biti{ange the
value of a bit to onean entireblock of memory must be erased.

A flash cel is made up of a floating gate, vehiisa transistor that is completely
surrouned by insulating material ansl governed by a control gate. A process known as
channel hot electron injection causes an electron to gain enough energy to pass through
the isolating material. The electricallyisolating property allows the floating gate
transistor to then trap the electron. The electrical charge that is applied to the gate comes
from the bit line at the drain side. A positive charge, the absence of a trapped giectron
as®ciated with thedgical one whilea negative charge, electrons trapped in the floating
gate, is associated with the logical zero. The only connection the floating gate has to the
row, or word line, is through the control gate. The trapped electrons give the floating
gatea negative charge and work as a barrier between the floating gate and the control
gate. When the charge passing through the gate is measured and it is above a specified
threshold, consistent with no electrons trapped within the floating gate, aiade#ed
on read Conversely, when electrons are trapped, the charge passing through the gate
should drop below the threshold and a zeroad.reThe insulating material is what gives
the flash its notvolatile property; the electron is trapped withow tieed of a constant
refresh. Programming NAND celiaust bedoneat 512 byte page intervalahile NOR
cells can beprogrammedn a word basi3].



Control Gate
Thin Oxide Layer —

Floating Gate
i Drain Source it
. e Current flow = =

(=)(=){=)(-) Negatively charged electrons
Figure 1. Flash Cell Erased State (Fro])

Erasing dlash cell utilizes the FowléNordheim tunneling process to remove the
electrons from the floating gate. A high voltage of opposite polarity is applied to the
floating gate, forcing the trapped electrons through the insulating material to the surface.
The negatively charging barrier fBus eliminated and the charge passing through the

gate will rise above the thresholf8].

Thin Oxide Layer —

Drain Source

e  Current flow I
(-)()(-)(-) Negatively charged electrons -

Bit line

Figure 2. Flash Cell Programmed State (Frddl)



Flash cells can b8ingle Level Cells (SLC) that hold one bit per cell dvlulti
Level Celk (MLC) thatcan store more than one bit per cefitoring more than one bit
per cell is accomplished by storing multiple possible levels of electrical charge and using
multiple threshold voltge levels. Typically, MLC may represent four different stii¢s
The tradeoff in more capacity of the MLC flashinereased read/write latency and a
shorter lifetime[6]. The write latency is wk to a more sophisticated programming
technique to store the precise charge needed to achieve the threshold voltage distribution.
Similarly, the read operation is longer because it takes longer to distinguish between the
four possible charges stored metcell. The lifetime of MLC devices decreases due to

the inability to distinguish between the four different states, compared to only two in SLC

[7].

2. History and Trends of Flash

The patent for NOR flash memory was filedFyjio Masuoka in 1981. Masuoka
was working for Toshiba in Japan and was able to produce the first chip in 1984. By
1987, Masuoka developed the first NAND flash chip. NOR flash was developed to store
smaller amounts of data, have low access latencidsbanableto execute in place,
avoiding having to load software into RAM. It was ideal for BIOS and firmware,
information that rarely needs to be updated. But NAND was developed with the idea to
replace the hard disk drive market as long term storage.filst NAND devces went on
the market in 199(8].

With its small size, low power consumption, storage density, shock resistance and
low cost, compared to other EPROM, NAND flash memory is the choice when solid state
nonvolatile memory is needed, especially in mobile devices. As demand for personal
devices such as digital cameras, cell phones, portable video game consoles and music
players have grown, so has demand for flash memory. The oldest applications date back
tothemi d 1990s and included SanDiskbés CompactF
AG/ SanDi sks6s Multi Medi aCard and the physic:
Sony. By 2000Panasonic, SanDisk, Toshiba, Kodkdveloped Secure Digital cards and

these devies have been the dominant removable format of flash memory in portable

9



devices. But SD cards have not penetrated the embedded system market because of their

lack of compatibility with IDE/ATA; CompactFlash has had better market penetration.

Various manudcturers have also produced USB flash drives since 2001.

Memory chipcapacityroughly follonsMo or e 6 s

equipment and techniques used in production of integrated circuits.

| aw because they

Flash prices

consistently dropped 30 40% from the ate 1990s through 2003, but NAND flash has

accelerated to a 50% declideven by increased suppliedriceswere approximately

$10per gigabyte in 2007 and have dropped to approximately $2 per gigabyte if8009

$100k / GB

Fat

ﬂg!.‘ =

$10k / GB | *,

I- &

. °_NAND
iy

$1k / GB - 24PN

= .
$100 / GB . ’éa%DRAM

S DRAM
#MNAND
WHCD

# Enterpriss

. *s
|
. *
$10/ GB | Desktop— ="
HDD = -, °
= Ll * . *
$1/GB = et
| e
. = v
Enterprise -
$0.10 / GB HDD |-
=
$0.01/GB
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Figure 3. Price/lGBMemory Trend (From[9] with permission)
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3. NOR Versus NAND Flash

There are two types akll arrays irflash memory, NAND and NOR. They differ

in how the nemory arrays are connected armtvimemory is addressed to perfornead

or write operation. The cells in a NOR flash device are connected in parallel, allowing
each cell to be read and programmed individually. This connection resembles a NOR
gate. Read addressability is much like Random Access Mem\foR flash can beead

byte by byte inconstant time In NAND flash, the cells are connected in series, much
like a NAND gate, which prevents an individual cell from being read or written to.
Therefore, one complete interconnecsedies may be read or writteNAND flash uses

a sharedbus for addresses and data transfers, while NOR uses a separate BUS for

addressing, memory write and read operat[8hs

The tradeoff fromlack of cell level addressabilithn NAND flash is increased
density. NAND flash technology devices are more economical per bit and can store more
information in a smaller area than NOR flash devices. NOR flash was invented as an
economical replacement for ROM, while the increased capacity of NAND was
envisioned as compdtin for Hard Disk Drives as a secondary storage device. One other
advantage NAND has over NOR is a faster erase time. This improvement is recognized
through a smaller erase block. The typical erase block size in NOR ranges from 64 to
128 Kbytes, whiletie typical NAND erase block size ranges from 8 to 32 Kbytes. The
smaller NAND block size will speed an erase operation from 5 seconds in a NOR device
to 4 milliseconds in a NAND devidd.0].

Because of its serial nature, NANfash hasa multiplexed input/output bus that
carries both address information and data. The bus is typically 8 or 16 bits wide and is
too small to carry an address in one cycle. Data is accessed by the address of the data
first applied in three to fiveycles. Once the address is load#te same input/output line

is used to transfer ¢hdata residing at that addr¢$$).

4. Flash Endurance and Limitations

Flash has a limit to the number of eragdte cycles. The uppernit varies
greatly from sources, but the range is typically 10"4 to 1076 writes and the limitation is
11



improving with time. This limit is also referred to as write endurance. SLC flash
typically has a highewrite endurance than MLC and NOR generally halseter write
endurance than NAND flagR].

Manufacturers may implementveear levelingscheme in order to even out the
wear across all flash cells and increase the effective lifetime of the capacity of the device.
Wear levéding will not improve thdifetime of any individual cellrather it spreads write
operations across all cells, so no one particular cell wears out before others, thus reducing
the capacity of the device.

Once bits in a block can no longer be erased @ermanently hold a value of
zero, the block is marked as bad. NAND flash devices are shipped with bad blocks
already existing on the device. Typically, 2% of a NAND flash deviceasifitain bad

blocks when shipped 1].

In addition to write endurance, there is an upper limit to how long flash memory
can hold data. The quality of the voltage level will deteriorate over time. Most data
sheets for commercially available flash indicate an upper tanigeof 10to 100years
before data is losl12].

5. Flash Memory Logical Structure

The logical structure of dish memory from least to greatgsanularity is erase
zones, blocks and pages. Erase zones ustailyist of 256 to 1024 blocks. Not every
deviceuses the concept of erase zones. One or more erase blocks may be organized into
an erase zone. A logical concept, zones can be used to manage bad blocks. As blocks go

bad, data may be swapped into good blocks from the bad blocks within the@ame

Theflash block is the lowest unit that may be erased. A block may consist of 32,
64 or 128 flash pages. The total number of blocks per flash device varies upon the total
storage capacityrlash @mgesare usually a multiple of 512 bytes of usablerage area
(excluding spare area) amnygpical sizes include B bytes, 2K bytes or 4K bytesThe
flash page ishte lowest addressable umtNAND [11].
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Flash pages are further comprised of usable area and spare arassalleearea
is where user data is stored and the spare area is used for flash metadata. The spare area
size can range from 8 to 64 bytes, depending on the size of the page. The metadata will
contain information regarding the page number, which erasé& thecpage belongs and
is used to map the physical location of the data back to the logical structures of the flash
transition layer. Other information held within the spare area could include a dirty bit,
which will mark a particular page as outdateddigating that the information has
changed and that the page no longer contains the most current data and ECC data. It may
also contain a bit that marks the block as ready to be erased and if the block has gone bad
(no longer usable because, for exampliehas reached its end of lifetime due to the
number of erase operations performed). The particular structure and information
contained within the spare area is not standardized and is manufacturer specific. This
information will be used by the wear leiej algorithms and as such will be proprietary.
The spare area may be used to describe an individual page or they may be aggregated to

describe an entire erase bida&].
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> ECCO0,ECC1,ECC2 : ECC code for Main area data
> S_ECCO0,S_ECC1 : ECC code for LSN data

> Bl : Bad block Information

Figure 4. Example of Spare Area Detail (Frofi4])

6. Flash Specific Operations

A flash page may be individually read and programmed (bits changed from one to
zero), but an individual page cannot be erased (set to one). For example, a byte may be
programmed from 111111 11111100. Further possible changes may be 11111000 or
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11011000, but 11111101 is not possible as it changes the rightmost bit from a zero to a
one. Flash allows random access reads and programs, bugwrdes and erasure

operationg2].

There are three possible operations that may be performed on a flash memory
device. They are read a page, program a,pagkerase a block. The read operation is
the fastest othe three and typically takes ZBicrosecondfor NAND flash and 20
nanoseconds for NQRA program peration will typically take 25@nicrosecondgor
NAND and 10 microseconds for NORThe erase block operation is tioadest and may
take as long as ®illisecondsfor NAND and up to 5 seconds in NQR [12].

To maximize theifespan of the memory cells, the manufacturers of the flash
implement a wear leveling algorithm. In contrast magnetic diskn an overwrite
operationwill reuse the same sector tlihe data was originally stored upon. So as data
is written, deleted and rewritten, the early sectors on the disk will be used much more
than the later. Wear leveling is not as large a concern to the manufacturers of magnetic
storage disks because thaling of the lifetime of the hard drive is not dictated by the
lifetime of the sector, but rather upon the mechanical device needed to write and read
data off the disk. But ithe operatiors used for a magnetic hard disk drivere used on
flash, blocksused to hold file system metadata (which change often)d wear out and

go bad. This would decrease the overall effedifeéme of the devicgl14].

The algorithms used for wear levelisgread the write and erase operaiover
the entire flash device, so that wear occurs everifyrther, when data is changed, the
samepageis not reusedbut the updated daitawritten to a newphysical page, that is set
to all onesand the oldpagewill be marked for eraseThis is rderred to as an otgf-
place write. In order to maximize power and wear leveling efficiency, a block is not

erased immediately but rather a group of blocks velebased when space is neefded].

7. Access via theJoint Test Action Group (JTAG) Interface

Obtaining a logical acquisition will not create a complete picture of all the data
stored on a flash device. A complete image of the physical layer will produce all stored

data. One noimvasive method of obtaining physicatcess to flash memory chips is
14



through theJoint Test Action GrougJTAG) connection padgl3], also known as the

fiStandard Test Access Port and Boundacgn Architecture 0 A JTAG access
normally used to test select printed circuit boards during the manufacture process and

to debug embedded software, but they can also be used to obtain a physical layer image

of flash memory chips, indirectly through the circuit board. JTAG access ports do not
physically exist on #ish memory chips, but are built into the circuit boards that are

connected to flash memory chips.

The JTAG approach is not without its problems. The location of JTAG ports are
not always published by the manufacturer of embedded devices and the pwterist
on all devices[13]. Some devices that have JTAG ports do not give the interface
unrestricted access to the flash memory map. Finally, the JTAG ports may be disabled
after production prior to distribution to the erseu
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Figure 5. JTAG Ports on a Flash Embedded Device. (Frid®} with permission)

8. Wear Level Approach with the Flash Translation Layer

The purpose of the FTL is to present flash memory to a file system as if iawere
rewriteable bock device, such asmagnetic diskwhile the device driver, or controller
hardwareaddresssthe peculiarities of flash memory that thigher level softwares not
concerned with, such as wear levelibipck reclamation and crash recoveiyhe basic
idea behind the wear leveling technique is to map the virtual block number presented by

the host operating system to a physical flash page on the memory chip. There are no
known open source FTL implementations.
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FTLs are complex because the map is storethe flash device itself, with only a
small portion of the map in memory. FTLs must track which logical blocks are updated
most frequentlyin order to minimize the cost afpdating the map when the physical
location of the data has changed. Different&have been implemented by different
manufacturers. There is no need for compatibility between FTLs because most exist in
standalone storage devices such as USB thumb drives, SD cards and solid state storage
devices[2]: compdibility is provided at the logical layer. This lack of compatibility
would surely complicate any forensic analysis that took place beneath the FTL at the

physical level.

Il ntel ds FTL i mpl ementation consists of
logical block and page number map and then a logical block to a physical erase block
map. Most of the virtual block to logical block map is stored on the flash itself, except
for the first few virtual block entries, which change often in a FAT file system. Th
logical block numbering scheme minimizes map changes, for when valid pages are
rewritten to a new physical block, the page offset into the new physical block remains the
same and the logical block number need not change. On the flash, there is also a
secondary virtual to logical map. This secondary map is used for efficiency, for changes
to the map can be written to the same physical block, delaying a block reclamation

operation, while the primary map entry is marked as obs{diBie

The second map is a much smaller logical block to physical block mapping that is
loaded into RAM when the flash memory is mounted. This mapping changes often, but

the cost is much less as it resides in RAM].
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virtual block 5 virtual-to-physical block map

= linear sector 6
= sector 2 in erase unit 1

virtual block #
erase counter 6
valid bit
obsolete bit
ecc

| version number |

header

data

erase unit 0 erase unit 1 erase unit 2

Figure 6. FTL Mapping Structures (Fron2])

Other FTLs include the NAND FTL, which uses one of two different mapping
schemes, depending on whether the flash has spare area. The mapping scheme associates
a chain of physical blocks withvirtual block. If the flash does not have a spare area, the
NFTL searches the chain sequentially until it finds the relevant valid page associated with
the virtual block. When data is changed, the page is written to the next physical block
and the oldlock becomes obsolet®nce all blocks in the chain amsed, all valid pages
are written to a new block and it becomes the head of a new chain. If the device uses
spare area, the chain is no longer than two. Changes to pages are written to the second
physical block in the chain, the backup block. There may be multiple versions of virtual
blocks in the backup physical block, but when it is full or space needs to be reclaimed, all
valid data is written to a new physical block, which becomes the head@®i chain of

length two and the old chain of physical blocks are ergged

Devices utilizing Windows CE 2.1 and later, along witHire flash memory, or
flash memory without a controller on board, implemenSM s t e neERb aslarflash
translation layefl16]. For the release of Windows CE .NET 4.2, Microsoft claimed that
it would no longer support TrueFH$7]. TrueFFS is disclosed in U.S. patent number
5,404,485 but the details of the format used to store relevant data in the spare area, such
as markers for invalid pages aret included. According to the patent, each erase block
contains a header and a map for each page within the block. But the patenbtdoes n
specify whergin the block the map is stored; whether it is distributed amongst the spare
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areas for each page or contiguous at the start of the block. Each map entry for a
particular page will have a status field for its corresponding page; indjcahiather the

page is free and writeable, deleted and not writeable, or allocated and holds user data
along with its logical addre$%8].

9. Wear Level Approach with Flash File Systems

While the Flash Translation Layer hidé®tmanagement of flash memory to the
file system by disguising it as a block device, a file system that is designed specifically
for flash exposes all the details and lets the file system manage wear leveling and block
reclamation. The advantage of thast file system solution is that it can be more
efficient as the file system is not buried beneath layers of mapping used for block device
emulation. This makes it ideal for resouamnstrained devices such as cell phones. But
the FTL is a better solan for removable media, as the FAT format is a rewriteable file

system understood by all Windows, Mac and Unix/Linux platfdizhs

Examples of flash file systems include JFFS/JFRS2 and YAFFS[20]. JFFS
was created for a specific application and is not widely used. JFFS2 was used on the One
Laptop Per Child prograi21] and YAFFS is currently being used as the file system for
embedded lash in Android[1]. Unlike the FTL, JFFS/JFFS2 and YAFFS are open

source.

Yet Another Flash File Systemwas developed by Aleph One as a file system
designed specifically for NAND flash YAFFS stores its file data in chunks€ach
YAFFS chunk is the same size of NAND flash page, 512 bytes. YAFFS stores
metadata, or tags, in tlepare areaThis information contains a file id number, a chunk
number, a write serial number, a tag error correcting code, a page status fielck a b
status field and the bytes-page used It is the same format used by SmartMedia on
PMCIA cardg20].
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Byte SmartMedia Usage YAFFS Usage

0é511|Data Data. Either file data or file header depending on tags
512 ¢é5| Reseved Tags
516 Data Status Byte. Not used. Data Status Byte. If more than 4 bits are zero, then

page is discarded.

517 Block Status Byte Block Status Byte

5 1 8 é 5| Block Address Tags

52 0 é 5| ECC on second 256 bytes of daf ECC on second 256 bytetdata

5 2 3 é 5| Block Address Tags

525 é 5| ECC on first 256 bytes of data | ECC on first 256 bytes of data

Table 1. YAFFS Spare Area Detail (Frorf20])

Field Comment Size for KB Chunk | Size for 2KB Chunk
blockState Block state. notOxFF for bad block 1 byte 1 byte

chunkld 32-bit chunk Id 4 bytes 4 bytes

objectld 32-bit object Id 4 bytes 4 bytes

nBytes Number of data bytes in this chunk 2 bytes 2 bytes
blockSequence sequence number for this block 4 bytes 4 bytes

tagsEcc ECC on tagarea 3 bytes 3 bytes

ecc ECC, 3 bytes/256 bytes of data 12 bytes 24 bytes

Table 2. YAFFS Tags Usage (Frorf0])

The file id is used to associate the chunk with a filae chunk number is a count
that starts at zerayhich represets the file headerand increases by one for each chunk
needed to store the entire file. A file id of zero indicates that the chunk is deleted, but not
yeterased by the flash garbageleotlor. The block statusdd indicates whether a block
has gone &d and the page status field indicates if the page is valid or discarded. If four

bits or moreare zero, the page is discardad].

When a chunk is fAoverwritteno, meani ng
data is writt@ to a new flash page, but with the samedaia The exceptio is that each
tag receives a-Bit write serial number that is increased with every write. This serial

number contributes to recovery after a system crash during a write operation. lfigower
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lost after the new chunk is written, but before the old chunk is marked as dirty, the higher
serial number will indicate the latest version. The old chunk is then marked as a dirty

page within thesparearea and is ready for garbage collection.

A block can be erased on two different occasions. The first is if all pages within a
block are dirty and the second is if there is one page that is still valid. In the second
case, the valid page will be rewrittém a new blockand the current block withow be

released for collectiof20].

The Journaling Flash File Systemas designed by Axis Communications and
was released for the 2.0 Linux kernélhe motivation behind developing JFFS was to
address the lack of wear levelirepd unsafe rewrite operations when standard file
systems were useahile flash memory was treated as a standard blockcdevith 512
byte sectors. When a standard file system requést&s from the free listit tends to
favor blocks that hold data vith changes often, while ignoring static ones. This will
lead to uneven wear with some blocks never changing and others with a high turnover
rate[19].

The degn of JFFS is a log based figgstem, in which a circular datawstture is
used to write all data sequentiailythe form of nodes JFFS writes data linearly through
the flash devicewhere the oldest node is the head and the newest is the tail. The header
information for each node contains the name of the filehizgwit belongs by storing the
32 bit inode number, the name of the file and a 32 bit version number which is totally
ordered for each inode. If a node contains data, the header information will also contain
the offset in the file where the data belongs.node with a similar offset, but found
earlier in the log is superseded by the later nodeindisshed by the version number
[19].

Garbagecollection works by observing the node at the head of the log. If the
node is alredy obsolete, it is skipped and the garbage collection process moves the head
to the next node. If the node is valid, it is rendered obsolete by rewriting the data and
header information to the tail and the head is moved to the next node. This process is

continued until JFFS has rendered a complete flash erase block obsolete. Because the
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garbage collection process rewrites nodes to the tail in order to free a complete flash
block, JFFS cannot wait until the entire flash memory has beeniusdtwn the tdi

meets the head. Therefoeeslack space is needed at all times betwéentdil and the

head of the logj19].

In order to provide a data compression capability to meet a customer requirement,
the developers at Red Hat reked JFFS and developed JFFS2. JFRIS2 suppors
hard links and improvethe efficiency of he garbage collection proce3he problems
addressed in garbage collection also changed the layout of the file directory. JFFS2 no
longer uses a circular log @astructure. Instead, when the flash device is mounted a map
of only essential information is loaded into memory. This map is a hash table which
contains an entry for each inod€or each entryn the map there exists struct,named
jffs2_inode_cachegontainingthe inode number, the pointer to the head of a linked list
that contains all the physical nodes cornitajrthe file data and the number of links to the

inodeT to support hard linkEL9].

Essentially, JFFS2 is a #&s3 of linked lists. When a file needs to be accessed,
JFFS2 will use the appropriate inode number to look up the jffs2_inode_cache entry in
the hash map. It can then reconstruct the physical layout of the file by walking the linked
list and deriving thephysical location of each node from the entried amere it can

remain in memory19].

All flash erase blocks are assigneddwe of three liststhe cleanlist, which
contains blockshat store valid data; the dirligt, which contains blocks that have at least
one obsolete node and the fiest, which contains blocks that have been successfully
deleted. Wear leveling is achieved by statistically choosing the clean list or dirty list to
erase a block when room is need&d].

B. PRIOR WORK
1. Introduction

Prior art in flash forensics can be classified as work that attempts to identify

methods to recover remnant data from flash memory, attempts to acquire logical and
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physical imagesor other, vihere the authors recognize the peculiarities of flash memory,

such as wear leveling and how it impacts data retention. The following is the result of a

thorough search of relevant published articles in the field.

Title Authors Date
Physical Acquisition

Forensic imaging ofrabedded systems using JTAG3] Breeuwsma, M 2003
Forensic Data Recovery from Flash Mem{iry] Breeuwsma, M., et al 2006
Logical Acquisition

Analysis of USB Flash Drives ia Virtual Environmenf22] Bem, D., and Huebner E.| 2007
An overall Assessment of Mobile Internal Acquisition T{28] Distefano, Aand Me G. | 2008
Remnant Data

Data Remnanti Flash Memory Deves[12] Skorobogatov, S. 2005
A Study of Information Privacy and Data Sanitization Probl¢ Roubos, D., et al 2007
[24]

Ten Good Reasons Why You should Shift Focus to Small § Knijff, R 2007
Digital Device Forensicq25]

An Integrated Approach to Recovering Deleted Files from NA| Luck, J.and Stokes M. 2008
Flash Datd26]

Recovering data from USB Flash memory sticks that have | Phillips, B., Schmidt C.| 2008
damaged or electronically erasgzl’] Kelly D.

Other

Algorithms and Data Structures for Flash Memof[&]s Gal, E.and Toledo S. 2005
An Investigation into the Deveatonent of an AntiForensic Tool tg Thomas, Pand MorrisA. | 2008

Obscure USB Flash Drive Device Information on a Windows
Platform[28]

Table 3.
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2. Physical Acquisition

I n the paper i For en sstens usingaddG (aundary embedc
scan), 0 Mar c prbpos@usingetieeuwoirg Teat Action Group (JTAG) as a
physical means to produce an image of stored iattash memoryon an embedded
device. The authords goal i's t o pstemaithenmima n | mage
changes to the embedded memory; maintaining forensic integrity. In particular, the
authorstates that for many applications, software needs to be loaded onto the device in
order to begin retrieving data. This process results in a fosgegrity. Small scale
embedded devices are a suitable target for this technique because they use memory chips

and not disk dves to store datd 3].

The JTAG method will make a full forensic copy of the flash memory thmit
difficult task is finding the JTAG test pads. The pads are not necessarily labeled on the
circuit board and the manufacturer might not publish the locations in other literature. The
JTAG pads do not exist on a flash memory chip, but on another cempaithin an
embedded device, such as the processor. The authors offer two JTAG modes that will
result in a complete image with NOR flash: extest and debug, while only extest will work
with NAND. The authors provide a detailed algorithm for identifylligAG access
ports, through a brute force measure of every pad on the chip board (some pads on the
board are not JTAG) and two alternative, less reliable and more destructive methods that
involve multimeter testing and-kay imaging of traces on the cirtedl board. The
process of measuring each pad involves providing an input to the pad and reading the
output, matching it with an expectation. Other advantages of a JTAG retrieval include
the minimal chance of altering data, while disadvantages includenterocess, hard to
find ports and the process may require disassembly of the device as not all devices are
JTAG enabled13].

I n AForensic Data Recovery from Flash M
present a low level, phy=l layer, method to recover data off of a flash memory system
and then analyze the results in order to rebuild the file system. The authors collected 45
different make and model flash memory sticks in which to acquire data. The authors

describe three @sible methods to extract the contents from a flash memorykhip
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The first met hod is to wuse a #nAflasher

manufacturers for debugging and performing software updates in the field. erslas@

used by hackers for altering device functionality. Flashers are not generic and no one
tool can be used on all devices because ofstandard interfaces. But one tool may
provide compatibility across a range of devices. A user should be traméue tool

prior to use, as a flasher may have functions that are potentially harmful to forensic
investigations. Some flashers may not make a full forensic copy of the flash memory.
The authors provide several resources where these tools can beafalinlisplay the

functionality of one particular flasher todl1].

The second methois to use the JTAG access ports. It is the same method as
described irf13].

The third method is to physicallgmove the flash memory chip from the printed
circuit board and read the memory with a chip programmer. This method involves de
soldering the chip from the circuit board, cleaning and preparing the chip for further
processing and then reading the chip vatiprogrammer. Each step involves different
alternatives based upon the chip implementation. For examppldiering may be
accomplished with a soldering iron or a heat gun; chip preparation and cleaning may
differ based upon whether the chip was reatbfrom a Thin SmalDutline Package or
from a Ball Grid Array. Advantages of physical extraction include a guarantee of data
integrity and a complete forensic image can be obtained, while disadvantages include the
risk of damagg11].

After physical layer data extraction, the authors propose methods to analyze the
data in order to reconstruct the logical layer. This involves a reconstruction of the flash
file system. The authors liberally use the term flash file systenstoimtiude the FTL.

The key steps in the process are to understand how the file systems translate the logical
layer to the physical layer and how to distinguish valid from invalid data. With regards
to interpreting FTL data, the authors described thigcdify of retrieving proprietary data

during their attempts in identifying the controller and memory chip manufacturers.

Controllers were especially difficult to identify. While most memory chips clearly were
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identified with the manufacturer logo, tlentrollers were not. The authors used the
Internet to research the controllers, but were still unable to identify all. For those chips

identified, FTL documentation was rarely foudd].

Next the authors narrow their foctes specific implementations of flash memory

on cell phones. They show successful results for reconstructing file systems on Samsung,
Nokia and Symbian phones. Physical layer data was extracted using both flasher tools
and by physically removing the memgachips from the phones. The file systems were
recreated through the use of manufacturer provided documentation, in the case of the
Samsung phone, and through heuristic methods with the Nokia and Symbian phones. In
addition to a reconstruction of the pemt file systems, the authors were able to partially
recover older file system versions through header information and the understanding of
physical address schemes used in versioning data. The paper concludes with a real world

evidence collection expemce[11].

In the real world experience, the authors were able to reconstruct the Smart Media
format based upon available literature. They then gave an example of how to reconstruct
an unknown flash file system through ideyitig the metadata, identifying the
granularity of the file system, analyzing the spare area metadata in order to reconstruct
the logical block numbers and reconstructing the logical to physical map. The authors
were able to confirm their results by compgrhash totals of the blocks of a logical and
physical imagg11].

3. Logical Acquisition

I n AAnal ysis of USB Fl ash Drives in a
Bem and Ewa Huebner discuss the advantages and repemsus$iaising a virtual
machine to analyze the contents of a USB flash drive obtained in a forensic investigation.
The analysis does not consider the peculiarities inherit in flash devices, such as the FTL,
flash file system, erase functionality or weardigwg. The authors acquire a logical level
image of the data on the flash drive through the dd functi@nhe FTK Imager. The
authors the propose a situation where a forensic investigator would be able to mount a

copy of the original imaged file, sedr for and record evidence without consideration to
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the forensic integrity of the dd file. As far as the methodology used to acquire and
analyze the data, there was no distinction made between a flash drive and a magnetic
device[22].

In "An overall Assessment of Mobile Internal Acquisition Todgianluigi Me
presenthe Mobile Internal Acquisition Tool (MIAT) as a tool to acquire memory from
Symbian and Windows based smart phones via the internal memory slot, as opposed to
ugng data cables or JTAG access pads. The system only acquires logical layer data, not
physical, by use of operating system API s.
method of low level data acquisition, with minimal changes to data, which is not
dependent on the large amount of retandard cable interfaces used by competing smart
phone manufacturers. The tool also offers parallel acquisition and is based upon open
source tools. The use of memory cards to acquire data, with the operating syatem as
intermediary, reduces the hardware footprint at the crime scene and makes the MIAT
very portable. The methodology is to start at the file system root and copy a file directory
at a time, creating an md5 hash of each chunk copied. MIAT will recdvegmlal file
system data structures and deleted database entries, such as contacts, through APIs, but
cannot recover deleted files. MIAT does not guarantee complete data integrity, as some
files may be modified through the use of some APIs. The padgantompares MIAT
to the Paraben Device Seizure, a proprietary tool that also utilizes logical acquisition
methods. The data recovery coverage is better than the Paraben system; is equal in

integrity, but is slower in acquisition tinj23].

4. Remnant Data

I n AData Remanence in Flash Memory Devi ce
method to extract remnant data from flash cells that have been erased. Remnant data is
information that can be recovered from a storage mediarafte information has been
written over old, in attempts to delete or overwrite the old information. Remnant data is
most often associated with magnetic media. This is different than residual data, which is
information that has been unintentionally Ib&hind at any level of a computer system.

The author provides example targets such as smartcards and microcontrollers which
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utilize a password protected bdoader that restricts firmware updates and data access.

In particular, the author is targetingdR flash. Typically, the oghip operating system

will completely erase code and memory before uploading new code, so that a new
program cannot access old keys and previously encrypted data. The process of writing to
a cell, capturing electrons, will ce& a gradual accumulation of electrons in the cell
which the erasing cannot release. This is one cause for the limited lifetime of flash
memory, as it is no longer possible to erase a cell back to the one state after a write
because of the accumulationedéctrong12].

The author found that there is a difference in the threshold voltage of a cell that
was programmed to zero and then erased and a cell that had not been erased. He also
found that cells that were subjected to erase operation, that were already erased
(holding a value of one) would hold a posit
taken on cells that had not been programmed and with those that had been programmed
and subject to just one erase operatidhe author implemented two different methods in
order to measure a cells threshold voltage. The-imaasive method involved
connecting the memory chips totest boardcontrolled by a PC that could directly
control the voltages. The seimvasive methd involved the use of a laser diode pointer
to read threshold voltages. His methods will only work on a small number of chips,
which are older designs. The author provides countermeasures including cyelig 10
program/erase operations with random dstore programming sensitive data; program
all cells directly prior to performing an erase operation; use chips based upon newer
technology, because newer hardware with higher densities will make retrieval more
difficult. The author does not explain wimg chose 10 to 100 operations; the number
appears to be arbitrary but he does referene¢hods proposed iRet er Gut manno:
controversial article regarding remnant data on magnetic disk dé9¢$30] [31]. The
author also acknowledges the possibility that residual data may exist at the physical layer

after blocks have been mapped out, but before the blocks have beerfEthsed

In "Ten Gad Reasons Why You should Shift Focus to Small Scale Digital
Device Forensics,Ronald van der Knijfpresents the reasons why more consideration is
needed in the field of Small Scale Digital Device Forensics. The presentation is
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European focused, in paxtlar from the perspective of a member of the Netherlands
Forensic Institute. His arguments include: a 100% mobile phone penetration rate in the
Netherlands in 2007; personal devices are only getting smaller with flash EEPROM the
most popular means toose data; flash has more potential forensic opportunity than disk
drives; antiforensic methods are more difficult on small scale digital devices than on
personal computers; the tools and procedures used for small scale devices are not as
developed as o#n forensic tools. After presenting his argument, the author presents and
evaluates various current data extraction tools and methods. At the physical level, he
presents the JTAG method and the physical extraction of memory chips. At the logical
level, he reviews flasher tools. In general, advantages of physical extraction include data
integrity and the possibility of producing a complete forensic image. Flasher tools are
easier to use, but may not guarantee a complete forensic image of the flasly.mEneor
author presents experiences in data recovery methodology, including recreating the file
system from physical layer acquisition to recreating deleted or incomplete video files. He

concludes with future research opportunifizs.

I n AA Study of I nformation PrDemetriosy and
Roubos et al. describe the privacy issues caused by not sanitizing digital storage medium
properly upon disposal. The paper provides anecdotal evidence of prataagdovered
from hard disk drives after purchased on the secondary market without the use of proper
sanitization techniques. After offering a history of hard disk drives, the authors provide
an overview of sanitization tools and standards. While thprityaof the paper is
concerned with hard disk drives, the authors provide a section on flash memory devices.
A readily available tool for sanitization is not presented, such as provided for hard disk
drives, the authors provide a standard to guidedhdar based upon the Department of
Defense standard for sanitizing Flash EPROM. The authors guide the reader to erase the
entire chip and then overwrite all locations that contained data with a character, then its
compliment and then with a random chagactvhich is the DoD standar8220.22M,
"National Industrial Security Program Operating Manugd2] and may have been
supplemented by NIST SP8@8. This only addresses the logical layer, as controller

proprietary commandare needed to access the physical layer data. The three pass
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method may not effectively erase a flash device as spare area metadata may not be
reached and artifacts created by wear leveling, out of place writes and block recovery

operations may not be agdsed by erasing and overwriting data at the logical [2yér

I n AAn I ntegrated Approach to Recoveri

Dat ao, the author s, James Luck and Mark
deleted orcorrupted MPEG video through the use of recovered file metadata. The
authors do not propose how the physical image was obtained, but do step through the
process of rebuilding the FAT volume by building a version table containing all available
versionsof logical sectors. Different versions of video files can then be constructed
using different versions of the same logical sectors and any missing sectors are filled with
null place holders so video files may still load. The authors also used the VBhohe
Record to aid in rebuilding the FAT. For example, the VBR was able to tell the authors
the sector size, the number of sectors, and the root directory. The authors make particular
note about the fact that files on flash will become especially fraguerit is not clear if

they are referring to physical layer fragmentation or logical layer fragmentation, but
because the authors assume that the File Allocation Table is unfragmented, they appear to
be performing a logical layer recovery. The processifhere entails rebuilding deleted

files at the logical level and is not flash specific. The process involves recovering files
through analysis of the File Allocation Table, identifying MRE@ata through header
analysis and filling gaps within the dedd file, which reestablishes the ability to play the

files on readily available video playback softw§iz6].

n
St

I n ARecovering data from USB Fl ash memor

el ectroni cal | Rhiligsr BuwaydeoSchmiland Dam riKelly describe a
series of experiments that attempt to physically damage flash memory devices and then
recover the data previously stored upon the devices. The authors used two different
methods to recover the data: through cotingadhe flash memory device to a computer

and by directly connecting a microcontroller to the flash memory ¢2if}s

The authors experiments consisted of saving a text file and compressed audio files
to a number of flash daes and then applying oveoltage from a car battery to the

signal lines, power and ground pins and to the data lines of a flash device; soaking a flash
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device in water to induce corrosion and cause a short circuit; incinerating a device with
petrol; stanping on a device with a rubber heel boot; striking a device with a hammer;
shooting a device with af®m pistol and cooking a device in a microwave. The authors
were able to recover data from the devices that were damaged byottege, stomped

upon, ®aked in water and incinerated. They were not able to read data back from the
devices that were cooked in the microwave oven, smashed with a hammer and shot with
the pistol. While the experiments were amusing, they lacked controls and had no way of
evalwating the amount of damage that was necessary to render the device u7$able

5. Other

In "Algorithms and Data Structures for Flash Memoridstan Gal and Sivan
Toledo surveyed the U.S. Patent applications for technoltigggsaddress flash specific
storage techniquegn order to explain flash file systems. The authstege the
inadequag of magnetic disk file systemfor use with flash memory, such as wear
leveling. They presersummarized versions of ttegorithms ad data structures from
patent applications that address the peculiarities of flash memory and data structures used

for application specific memory storaffy.

I n AANn I nvestigati on i sorensictThoko Obsswee | o p me n
USB Fl ash Drive Device Information on a Win
Alun Morris analyze the registry key entries on a Windows XP system to find the
changes made by USB storage devices and develop afrdwmtisics tool that will dete
or obscure these entries. After an introduction to the prevalent use of USB storage
devices for legal purposes and in criminal activities, the authors describe the detail entries
of registry keys in a Microsoft XP environment and the data stored thgtialy
identifies a USB storage device, along with its vendor/manufacturer, product
identification and how to find the drive letter assigned when it was last connected to the
system. In addition to registry entries, the authors provide an analysis fieothat
will contain the last time a particular device was last connected to the system and which

drivers were required to be installed so the device could bg28gd
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The ultimate goal of the analysis provided was twetlp a tool that could
obscure the changes made to a Windows XP system to cause delays in investigating the
forensic trail. The authors developed a tool that can be stored upon a USB storage device
and run automatically upon connection. The tool pravitie following functions: the
ability to add a fake device to the registry; the ability to delete the keys associated with a
device that was registered on the system; amend the log file with a false entry and display
the Modify, Access and Change timessaciated with USB device activity, with the
option to email the results to a user given email address. Future work included modifying
registry keys that the authors overlooked #&ad not found after their prototype was
developed and developing bettertARorensic information that looked less suspicious to

a potential forensic investigat{i8].
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. OPPORTUNITES FOR RECOVERY

A. RESIDUAL DATA AS ARESULT OF OUT OF PLACE WRITES
1. Background

The physical characteristics of $la memory provide the opportunity to recover
residual data. Residual data is information unintentionally left behind on computer media
and can exist at any level of a computer system. Remnant data is information that can be
recovered from a storage meditier new information has been written to the media. An
out of place write caused by an overwrite operation provides the best opportunity for the
recovery of residual data in flash memory. An overwrite can be triggered by a user
changing data within alé, altering the metadata associated with a file or deleting the
file. These operations will all cause changes to be made to data at the logical level, but
because of the physical limitations of flash memory, the changed data cannot be rewritten
to the sme flash page on the flash memory device. The Flash Transition Layer (FTL) or
the flash file system will rewrite the changed data onto a different, clean flash page, mark
the old page as dirty and queue the dirty page for garbage collection. How éooig th
page remains on the flash device without further alteration will be dependent upon the
implementation of the flash file system or FTL and when the system decides it needs to

reclaim blocks.

In addition to recovering deleted data, observation of nietadata tags and
mapping structures associated with the residual data can be used to recreate older
versions of files that still exist on the flash media, or at least show that the current version

on the flash device is not the original versjb].

2. FTL

M-Systembébs TrueFFS and I ntelbés FTL presen:
a block device utilizing a FAT file system. So the host system will attempt to rewrite
changes to a file back to the same sector. Becausmsheystem is only working at the
logical level these changes also include the attempt by the host to delete a file, as this is

just a rewrite, altering data in the FAT. The FTL will write the changed data to the first
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clean flash page it finds. The EWwill write out the new data to the physical location

and mark the old flash page as obsolete by altering the entry in the block allocation map.

The new page may be within the same block if there is room. If not, the page will be

written to a new block.The page will not be erased until the flash device is full and a

flash block with dirty pages needs to be erased in order to free up space. Our literature

review found no information on how the FTL chooses which block to erase when space is
needed. Gémage collection priority is not specified within the patent, but might be based

upon the number of invalid pages within the
way, the length of time residual data exists on the flash is not solely dependentaipon th

extent of utilizatio{33].
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Figure 7. Target for Recovery in the FTL

TrueFFS has an additional feature called the FAT filter. TrueFFS monitors the
FAT for changes that indicate clusters that have been freed. TrueFFS will in thkrn ma
the associated pages as obsolete. The blocks containing these pages may now become
available for garbage collection earlier than if the FAT filter were not implemented. This
may decrease the time residual data exists on a flash memory device ulilizatg-S
[34].

Locating obsolete pages with the same logical sequence number as valid pages
may be used for file versioning. But one would have to use file carving techniques to
determine if a recreated file, using an obsoledge with the same logical sequence

number makes sense, because unlike flash file systems, the FTL does not store useful
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metadata such as inodes and file names in the spare area; carving would be done on 512
byte page boundaries. The only helpful infotima used for file carving is the file

metadata stored within the data area used by the FAT file s{51¢m

3. YAFFS

In YAFFS, when data is overwritten in flash, the new data is written to a new
flash page with the same metsal tags and the old page is simply marked as discarded.
This is done by programming a data status field within the YAFFS metadata that are
stored in the spare area for the flash page. But the original data within the page remains
unaltered. Pages aretrassigned to a dirty list and queued for garbage collection. Only
blocks are assigned and only those blocks that contain one or less valid pages. If the
embedded flash device has been filled and there is a need for a clean block to write
additional des, YAFFS will first check the dirty list, choose a block, erase it and then
write the new data. If there are no entirely dirty blocks to choose, YAFFS will choose
the block with the most dirty pages, rewrite the valid pages unto a clean block, erase the
block that now contains only dirty pages and write the new data. In either case, the old
residual data will now be lost. The time before a page is erased will depend upon how
much the flash device is utilized. The best opportunity for data recoverg akish a

flash device has been writtenitdrequently[20].

YAFFS uses dile id stored in the spare area, which is similar to an inode
number. A page that has been marked as invalid, but contains the same file id as a
currently valid page will hold previous version data while the page id will tell where the

information belongs within the filg0].
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4. JFFS

The log structure used in JFFS will affect the timing of whgpage is marked

obsolete by an update.

recovery of residual data. An update to a file may not completely invalidate an old page.
Take the following example: 200 bytesfofA 0 wattereto tte file at offset zero. Then
t he

200 bytes of
writing 50

valid data for offsets 0 through 175 and page two contains valid data at 225 through 400.
A page is not marked dirty until a later page completely invalidates an older page. In the
200

A Bo
bytes

earlier example, if a user weteo

the file would be marked as dirty. Pages are written out sequentially to the flash device
until it is filled. At this point, a block will need to be reclaimed so new data may be

written and the grbage collection process begins. At this point, residual data will be at

risk of being erasef 9].

So there are two opportunities for residual data to exist on a flash memory device
using a flash file system. The first ihvan a page is not completely invalidated; the first

example above. The data that exists in just the areas invalidated by a future write will

W i

i s written

of
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contain information related to older versions of the file. Additionally, this page is not
subject to garbage Itection, as it still contains valid data, and it will exist on the flash

device for a longer time than if the page were invalidated.

The second opportunity exists when a page is completely invalidated, but the head
of the log has not yet reached the blacktaining the obsolete page. Once the head of
the log reaches this block, all valid pages will be written out to a clean block and this
dirty block will be erased. The length of time the page remains on the flash device will
depend upon usage. A fladbvice utlizing JFFS, which has been written to minimally

will provide the best opportunity for the recovery of residual data.

W ergon wl vz v3 wd w3 wh

OfFset 0 B 16 24 32 - [i]
Data "AAMA "BEEBE "CCCC “DDDD "EEEE “FFFF
AAAAT EEEER" CoCC DDDD- EEEE" FFFF”

Ffya
Target for Mecray oy

recovery ey fog,

g
i I3

Werson wl Wl %5 wb 7
Offeet i] 24 32 40 12
Data “AAAA “DDDD “EEEE “FFFF “GGGG
AAAR" DDDD” EEEE" FFFF" GGGG"
Figure 9. Target for Recovery in JFFS

Another versioning opportunity exists by examining the metadata stored with
eachpageornodeEach node stores the pareinthds i node
flashpag® spare area. By matching the parent inode of an obsolete page to a current in
use inode, along with the file name, an earlier version of the file can be created by
inserting tle data at the appropriate offset. In addition, MAC times stored with the node

can also help in recreating timelinds].

5. JFFS2

The rework for JFFS2 slightly alters the opportunity to recover residual data. All
erase block will belong to one of three lists: a clean list that contains all blocks which

have only valid pages; a dirty list that contains all blocks with at least one dirty page; and
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a free list that contains all blocks that contain no data. When a freshidloekded to

write data, 99 times out of 100 the garbage collection process will choose a block from
the dirty list to erase and the remaining times will choose a block from the clean list. Itis
not a pure log system, but it may keep residual data ditesteslightly longer as a block

with valid data is subject to garbage collection 1 out of 100 times. The versioning
opportunity, for both pages remaining valid after an update and pages invalidated,
remains the same as in JFFS and metadata still @xidie spare area. The opportunity

for recovery is greatest on systems that are used infrequently. It is also important to note
that JFFS2 uses a compression scheme, so any data recovered from the raw device will

need to be uncompressed before it candasl[19].

B. EFFECTS OF FRAGMENTATION ON DATA RECOVER Y

After a flash device is filled for the first time, where the flash $ystem or FTL
decides to write new data is no longer based upon location, but will depend dregaria
such as theumberof di rty pages in a block or a bl oc
used, a filebs pages will no | onger be grouy

become ever more fragmented as the flash is used. This fragmehgatitwo impacts.

The first is that larger files will become increasingly harder to recover, the more a
flash device is used. Although logically large video and picture files will seem to have
very little fragmentation, if any at all, physically they wik¢ saved throughout the flash
device as pages become available. The files will become ever more fragmented as they
are altered by the user. The best opportunity of recovery is of files that can fit within a
single page or files under 512 bytes as cartileg with multiple fragmentation points is
difficult [35]. This may limit recoverable items to smaller text files and lower resolution

images.

The second implication of fragmentation is that it provides a signature faha fla
device that has been used previously. A hard disk drive may be wiped clean, then
reformatted with a new file system and can look much like a drive that was just shipped
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by the manufacturer. But without physical layer access, any attempt by a uspe @
flash memory device and then reformat it will still leave the device fragmented and might

leave blocks that have not been garbage collected.
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V. RECOVERY EXPERIMENTS

The following experiments test the theorasdata recovery proposed in chapter
lll. They test the effects on flash memory of a deleted file, an overwritten file and the
renaming of a file. In addition, the effects of heavy usage on fragmentation is observed
and how background processes, suchgabage collection and wear leveling may affect
the forensic integrity of a device. The following experiments were conducted on a Linux
operating system and using a NAND flash simulator mounted with the YAFFS2 and
JFFS2 file systems because of their ratee. The FTL was not tested because we

lacked the access to a physical device.

A. PREPARATION OF SYSTEM

The Ubuntu Linux kernel version 2.6.28 includes the JFFS2 file system. No
further source code needed to be downloaded and included in the kernel codec
YAFFS2 is not included. In addition, JFFS2 has compression enabled and does not
support NAND flash by default. To easily observe the effects of wear leveling
techniques, JFFS2 needed to be reconfigured to turn the compression algorithms off.
This allowed us to observe the effects JFFS2 had upon the physical layer, without having
to research the compression algorithm and uncompress the data each time we took a
physical layer image. These modifications required the kernel to be recompiled. We did
not have access to a raw flash memory device (one without an FTL), so experiments were
run using a simulated NAND flash device in RAM.

The following steps were taken to prepare an Ubuntu operating system in a virtual

environment using VMware Workstatiorb60:

1. sudo apt -get install fakeroot kernel - package libncurses5 - dev
linux -source -2.6.28 installed the appropriate tools for configuring and building a

kernel.

2. sudo tar xvjf /usr/src/linux - source - 2.6.28.tar.bz2 uncompressed

the kernel source code.
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3. CVS was downloaded and installed through the synaptic package manager.

4. The YAFFS2 source code was downloaded and installed wswithrt
CVSROOT=:pserver.anonymous@cvs.alephl.co.uk:/home/alephl/cvs cvs logon

and thercvs checkout yaffs2

5. A change in theource code was needed in order for the kernel to compile
successfully. Line 757 of file yaffs fs.c f

was changed to fipg = _ _grab_cache_page(mappi

6. The YAFFS2 source code was copied to the apg@teplocation in the kernel

source directoryvith sudo ./patch - ker.sh ¢ /usr/src/linux - source - 2.6.28/

7. The commands to compile the kernel were issued from the source code

directory in/usr/src/linux - source - 2.6.28/
8. The kernel configuration menu wasihched witlsudo make menuconfig

9. The AFiles systemso option on the conf
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Figure 10. Kernel Configuration Step 9

10. Next, AMiscellaneous filesystemso was
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