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Web servers are designed to receive anonymous requests from unauthenti-
cated hosts on the Internet and to deliver the requested information quick-
ly and efficiently. As such, they provide a portal into your computer that

can be used by friend and foe alike. No piece of software is without risk. Web servers,
by their nature, are complicated programs. Furthermore, many organizations use Web
servers with source code that is freely available over the Internet. Although this means
the source code is available for inspection by the organization, it also means an attack-
er can scan it for vulnerabilities. The ability to add functions to a Web server using
CGI scripts tremendously complicates security. While a CGI script can add new
features to a Web server, it can also introduce security problems. For example, a Web
server may be configured so that it can only access files stored in a particular directo-
ry on your computer, but a user may innocently install a CGI script that allows outsiders
to read any file on your computer. Furthermore, because many users do not have expe-
rience in writing secure programs, locally written CGI scripts will likely contain bugs
allowing an outsider to execute arbitrary commands on your system. Indeed, several
books on CGI programming have included such flaws.
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