Encryption

UNDERSTANDING

cure Sockets Layer, or SSL, is a general-
purpose protocol for sending encrypted
formation over the Internet. Developed
y Netscape Communications Corp., SSL
was first popularized in the Netscape Navigator Web
browser and Netscape's Commerce Server. Since
then, SSL has been widely adopted by other browser
and Web server vendors. Increasingly, SSL is being
used for non-Web applications, such as secure tel-
net, NNTP and SMTP.

SSL is a layer that exists between the raw TCP/IP protocol and the
application layer. Whereas the standard TCP/IP protocol simply sends an
anonymous, error-free stream of information between two computers (or
between two processes running on the same computer), SSL adds several
features to that stream:

 Authentication of the server, using digital signatures.

* Authentication of the client, using digital signatures.

» Data compression.

» Data encryption, through a variety of algorithms.

« Data integrity, through the use of Message Authentication Codes.

Cryptography is a fast-moving field, and cryptographic protocols don't
work unless both parties to the communication implement the same algor-
ithms. For that reason, SSL is extensible and adaptive. The protocol doesn't
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