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The Manchurian
Printer

What if they gave a war ... and it
was fought by modem?

By Simson L. Garfinkel
The Boston Sunday Giobe

announced a recall of 10,000 HP
OfficeJet printer fax copiers. The printer's
power supplies may have a manufacturing
defect that could pose an electrical shock
hazard. HP says that it discovered the prob-
lem during routine testing. HP was lucky.
Printers can be very dangerous devices. A
typical laser printer, for example, can draw
hundreds of watts of power, generate internal
temperatures high enough to bumn a wayward
human hand, and, under the right circum-
stances, even start a fire.

Most manufacturers, of course, try to
design their printers to minimize such risks.
Increasingly, however, there is a chance that
companies might intentionally design life-
threatening flaws into their products so that
the flaws can be exploited later. These fatal
flaws might be intentionally built into equip-
ment manufactured overseas, as a kind of
“insurance policy” in the event of a war
between that country and the United States.
The flaws might form the basis for a new
kind of corporate warfare. Or they might be
hidden by disgruntled employees contem-
plating extortion or revenge.

Indeed, U.S. military planners are increas-
ingly worried about this sort of possibility,
which they place under the heading
“[nformation Warfare.” Nevertheless,
although the threat of information warfare is
very real, an even bigger danger is that the
Defense Department will use this threat to
persuade the new Congress to repeal the
Computer Security Act of 1987. This would
effectively allow the National Security
Agency to declare martial law in cyberspace
and could send the civilian computer indus-
try into a tailspin.

To understand what the military is afraid
of, imagine what one might call the
“Manchurian Printer” — a low-cost, high-
quality laser printer, manufactured overseas,
with a built-in, secret self-destruct sequence.

Early last month, Hewlett Packard
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In The Manchurian Candidate, Angela Lansbury uses her son, Laurence, as the secret toot of a for-
eign power. Tomorrow's equivalent weapons may be high tech rather than human.

For years these printers could lie dormant.
But send them a special coded message —
perhaps a long sequence of words that would
never normally be printed together — and
the printer would lock its motors, averheat,
and burst into flames. Such an attack might
be the first salvo in an out-and-out war
between the United States and the country’s
manufacturer. Alternatively, an encmy com-
pany might simply use printers to start selec-
tive fires, damage economic competitors,
take out key personnel, and cause mischief.
The technology behind the “Manchurian
Printer” isn’t science fiction. Last October,
Adobe Systems accidentally shipped a “time
bomb” in its Photoshop 3.0 version for the

Macintosh. A time homb is a little piece of
code buried inside a computer program that
makes the software stop running after a par-
ticular date. Adobe put two time bombs into
its Photoshop 3.0 program while the applica-
tion was under development. The purpose
behind the time bombs was to force anybody
who got an advance, pre-release copy of the
program to upgrade to the final shipping ver-
sion. But when it came time to ship the final
version, Adobe’s engineers made a mistake:
They took out only one of the bombs.

An engineer at Adobe learned about the
problem soon afier the product was shipped,
and the company quickly issued a recall and
a press release. Adobe called the time bomb
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a “security code time constraint” and said
that “although this is an inconvenience to
users, the sccurity constraint neither damages
the program or hard drive, nor does il destroy
any files.”

It only takes a touch of creativity and a bit
of paranoia to think up svme truly malicious
variants on this theme. Imagine that a com-
pany wants to make & hit with its new word
processor: Instead of selling the program, the
company gives away free evaluation copies
that are good for one month. What's
unknown to the users of this program is that
while they are typing in their letters, the pro-
gram is simulaneously sniffing out and
booby-trapping every copy of Microsoft
Word and WordPerfect that it tinds on your
system. At the end of the month, ail your
word processors stop working. [nstead of let-
ting you edit your memos, they print out ran-
SOm notes.

Any device that is equipped with a micro-
processor can be equipped with such a booby
trap. Radios, cellular telephones, and com-
puters that are connected to networks are
particularly vulnerable, since an atlacker can
send them messages without the knowledge
or consent of their owners. Some booby traps
aren’t even intentional. What makes them
particularly insidious is that it is almost
impossible to look at a device and figure out
if one is present or not. And there is no prac-
tical way to test for them, either. Even il you
could try a million combinations a second, it
would take more than 200 years to find a
sequence that was just eight characters long.

Information warfare isn’t limited only to
things that break or go boom. The Defense
Department is also worried about security
holes that allow attackers to break into com-
mercial computers siiting on the Interne( or
take over the telephione system.

“This nation is under *IW* attack today by
a spectrum of adversaries ranging from the
leen-age hacker to sophisticated, wide-rang-
ing illegal entries into telecommunications
networks and computer systems,” says a
report of the Defense Science Board Summer
Study Task Force on Information
Architecture for the Battlefickd, issued last
October by the Secretary of Defense.

“Information Warfare could pervade
throughout the spectrum of conflict to create
unprecedented cffects. Further, with the
dependence of modern commerce and the
mititary on computer-controlled telecommu-
nication networks, data bases, enabling soft-
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ware and computers, the U.S. must protect
these assets relating to their vulnerabilities,”
the report wams.

Information warfare changes the rules of
fighting, the report suys. A single soldier can
wreak havoc on an enemy by reprogram-
ming the opposing side’s computers. Modem
networks can spread computer viruses faster
than missiles carrying biological warfare
agents — and conceivably do more damage.
Waorst of all, the tools of the information
warrior are readily available to civilians, ter-

rorists, and uniformed soldiers alike, and we
are all potential targets.

Not surprisingly, the unclassified version
of the Pentagon’s report barely mentions the
offensive possibilities of information warfare
— capubilities that the Pentagon currently
has under development. Nevertheless, these
capabilities are alluded to in several of the
diagrams, which show a keen interest by the
military in OOTW — Operations Other
Than War.

“They have things like information influ-

SMART BOMBS (OF A SORT)

@ Even though it's illegal, a lot of pecp!e fike to -
copy of a friend’s before they piunk down their own hurireds of
companies say this is a form of software piracy: Many wha try never
$2 billion in software Is pwated annually, according to the Busing
Aliance. One way that companies such as Microsoft and Lotus could
boobyrapping their software. Sure, customers wouldn't fike it if
Microsoft Word suddenly decided to erase every lefter or memo
the past month, but what legal recourse would they have?

@ Is your caélux r phon

Perhaps that's the reason the
ment recently ordered its sold
border to stop_ using the
phones fo order latehight.
phone's radio signal coul
ing beacon for terrorist mis;

@ Beware of discs bearing gifts. In 1989, nearly 7,000 sut
magazine PC Business Worid and 3,500 people from the World Health
database received a disc in the mai labeled AIDS Infarmation Introc
Version 2,0. People who inserted the discs into their computers’
grams soon found out otherwise. The discs actually contained a
Horse" that disabled the victims' computers and demanded aransom

® Several years ago, users of Prodigy were shocked to find that ople!
documents on their computers had bean copied into special “buffers® ‘use
Prodigy’s DOS software, Prodigy insisted that the capied data wer;
a software bug and it wasn't spying on its customers. But if you use
access America Online, Prodigy, or CompuServe; there is fundamentally
to be sure that your computer isn't spying on you while you surf
highway. Q "

Reprinted with permission.
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The tools of the of the information warrior are already available to civilians,
terrorists and uniformed soldiers alike, and we are all potential targets.

ence, perception management and PSYOPS
— psychological operations,” suys Wayne
Madsen, a scientist at the Computer Sciences
Corp. in northern Virginia, who bas studied
the repont. “Basically, I think that what they
are talking about is having the capubility to
censor and put out propaganda on the net-
works. That includes global news networks
like CNN and BBC, your information ser-
vices, like CompuServe and Prodigy,” and
communications satellite networks. “When
they talk about “technology blockade,” they
want to be able to block data going into or
out of a certain region of the world that they
may bhe attacking.”

The report also hints at the possibility of
lethal information warlare — meaniog,
Madsen says, “screwing up navigation sys-
tems so airplanes crash and ships runs
aground. Pretty dangerous stull. We could
have u lot of Tranian Airbuses crashing it
they start screwing that up,” be says. Indeed,
according to Madsen, the Army's signal war-
tare center in Warrenton, Virginia has already
invited companies to develop computer
viruses for battleficld operations,

Our best defense against information war-
fare is designing computers and communici-
tions systems thut oare fundamentatly more

secure. Currently. the federal organization
with the most experience in the field of com-
puter security is the Nutional Secun:ity
Agency, the world's foremost spy organiza-
tion. But right row. NSA's actions are
restricred by the 1987 Computer Security Act,
which forbids the agency from playing u role
in the design of civilian computer systems. As
a result, one of the implicit conclusions of the
Pentagon's report s to repeal the 1987 law
and so untic the NSA's hands. Indeed, the
Pentagon is now embarking on a high-level
campaign to convinee lawmakers that such a
repeal would be in the nation’s best interests.

This argument confuses seeurily with secre-
cy. It also ignores the reasons the Computer
Securiry Act was passed in the first place.

In (he years before 1987, the NSA was on
a canpaign to expand its power throughout
society by using its expertise in the ficld of
computer security as i lever. The NSA tried
lo create # new calegory of restricted techni-
cal information called “national security
related information.” They asked Mead Duta
Corp. and ather literature-search systems lor
lists of their users with foreign-sounding
names. And, says David Banisar, a policy
analyst with the Washinglon-based
Electronic Privacy Information Center, "they
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investigated the computers that were used for
the tallying of the (984 presidential election.
Just the fact that the military is Jooking in on
how an election is being done is a very chill-
ing thought. After all, that is the hallmark of
4 banana republic.™

The Computer Sccurity Act was designed
1 nip this in the bud. It said that standards
for computer systems should be set in the

open by the National Instiaute of Standards

and Technology.

Unfortunately, the Clinton administration
has Tound a way to get around the law. It
placed an “NSA liaison officer” four doors
down from the NIST dircctor’s office. The
two most important civilian computer stan-
dards to be designed in recent years — the
nation's new Bscrowed Encryption Standard
{the “Clipper” chip) and the Digital
Signature Standard — both were designed in
secrel by the NSA. The NSA also has been
an unseen hund behind the efforts on the part
of 1the Clinton administration to make the
nation's telephone system “wiretap tiiendly.”

Many computer scientists have said
the NSA is designing weak standards
that it can circumvent, so that the
nation’s information warfare defeases do
not get in the way of the ugeney’s offen-
sive cupability. Unfortunately, there's no
way to tell for sure. Thut's the real prob-
lem with designing sccurity standards in
secret, There is simply no public
accountability.

In this age of exploding luser printers,
computer viruses, and information warfare,
we will increasingly rely on strong computer
security to protect our way of life. Just as
important, these standards must be account-
able to the public. We simply can’t take our
digital Jocks and keys tfrom a Pentagon
agency that’s saying “trust me.” But the
bigrgest dunger of all would be for Congress
to simply trust the administration’s informa-
tion warriors and grant their wishes without
any public debate. a

Simyon L. Garfinkel is a contributing
writer for Wired niagacine.

Reprinied svith permission by Simon L.
Gatfinkel.
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