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SCIENCE AND TECHNOLOGY 

The Manchurian 
Printer 
What If they Kave a war ... and it 
was fought by modem7 

By Simson L. Garfinkel 
The Boston Sunday Globe 

E arty Last month, Hewlett Packard 
announced a recall of 10,000 HP 

OfficeJet printer fax copiers. The printer's 
power supplies may have a manufacturing 
defect that could pose an electrical shock 
hazard. HP says that it discovered the prob­
lem during routine testing. HP was lucky. 
Printers can be very dangerous devices. A 
typical laser printer, for example, can draw 
hundreds of watts of power, generate internal 
temperatures high enough to burn a wayward 
human hand, and, under the right circum­
stances, even start a fire. 

Most manufacturers, of course, try to 
design their printers to minimize such risks. 
Increasingly, however, there is a chance that 
companies might intentionally design life­
threatening flaws into their products so that 
the flaws can be exploited later. 'These fatal 
flaws might be intentionally built into equip­
ment manufactured oversea~, as a kind of 
"insurance policy" in the event of It war 
between that country and the United States. 
The flaws might form the ba.~is for a new 
kind of corporate warfare. Or they might be 
hidden by disgruntled employees contem­
plating extortion or revenge. 

Indeed, U.S. military planners are increa~­
ingly worried about this sort of possibility, 
which they place under the heading 
"[nformation Warfare," Nevertheless, 
although the threat of information warfare is 
very real, an even bigger danger is that the 
Defense Department will use this threat tll 
persuade the new Congress to repeal the 
Computer Security Act of 1987. This would 
effectively allow the National Security 
Agency to declare martial law in cyberspace 
and could send the civilian computer indus­
Iry into a tailspin. 

To understand what the military is afraid 
of, imagine what one might call the 
"Manchurian Printer" - a low-cost, high­
quality laser printer, manufactured oversea~, 
with a built-in, secret self-destruct sequence. 
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In The Manchurian Candidate, Angela Lansbury uses her son, Laurence, as the secret tool of a for­
eign power. Tomorrow's equivalent weapons may be high tech rather than human. 
for yean; these printers could lie dormant. Macintosh. A time bomb is a little piece of 
But send them a special coded message - code huried inside a computer program thut 
perhaps a long sequence of word~ thai would makes the software stop running after a par-
never nonnally be printed together - and 1icular dale. Adube put two time bombs into 
the printer would lock its motors, overheal. its Ph(/to.~h(}p 3.0 progmm while the applica-
and burst inln flames. Such an a\lack might lion was under development. The purpose 
be the first salvo in an out-and-out war behind the time bombs was 10 force anybody 
between the United Stales and the country's who got un advance, prc-relea.,e copy of the 
manufacturer. Alternatively, an enemy com- pmgram to upgmdc to the final ~hipping ver-
pany might simply use printers to start selec- !lion. But when it came time to ship the final 
tive fires, damage economic competitors, version, Adobe's engineers made a mistake: 
take out key personnel, and cau!;e mischief. They took out only one of the tx)mbs. 

The technology behind the "Manchurian An engineer at Adobe learned about the 
Printer" i~n't science fiction. La~t October, problem soon afler the product was shipped, 
Adobe Sy§tems al'Cidentally shipped a "lime and the company quickly issued a recall and 
bomb" in irs Phow,~/wp 3.0 version lor the a press relea.'>C. Adobe called the time bomb 
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II "security code time constraint" and said 
that "although this is an inconvenience to 
users, the security constraint neither damageN 
the pmgmm or hard drive, nor dOOl; it destroy 
any files." 

It only takes a touch of creativity and a bit 
of paranoia to think up some truly malicious 
vllliants 00 this theme. Imagine that a com­
pany wants 10 make a hit with iu new word 
processor: Instead of selling the program, the 
(;umpany gives away free evaluatinn copies 
that are good for one month. What's 
unknown to the users of this program is that 
while they are typing in their letlers, the pro­
gram iN simultaneously sniffing out and 
boohy-trapping every copy of Microsoft 
Word and WfJrdPeifect that it finds on yuur 
system. At the end uf the month, all yuur 
word processors stop working. Instead 01" let­
ting you edit your memos, they print out ran­
som notes. 

Any device that is equipped with a micro­
processor can be equipped with such a booby 
trolp. Rudius, cellular telephones, and com­
puters that are connected to networks are 
particularly vulner-dble, !;ince an attacker can 
!;Cnd them messages without the knowledge 
or consent of their owners. Some booby traps 
aren't even intentiunul. What makes them 
particularly insidious is that it is almost 
impossible III luok at a device and figure (lut 
if one iii present or not. And there is no prac­
ticul way to test for them. either. Even if you 
could try a million combinatiuns a second, it 
would tllke more thun 20() years to find a 
~'quellce that was just eight characters long. 

Infllrmation warfare isn't limited only tll 
things that brenk or go boom. The Defense 
Department is also worried about security 
holes that allow attackers to break into com­
mercial cnmputers sitting on the Internet (lr 
take over the teleph(me system. 

''This nation is under 'IW' attack today by 
II ~pectrum of adverNaries ranging from the 
teen-age hucker to sophisticated, wide-rung­
ing illegal entries into telecmnmunicatiolls 
networks and computer systems," says a 
report of the Defense Science Board Summer 
Siudy Task: Force on Informalion 
Architecture for the Battlefield. is,'1ued last 
October by the Secretary of Defense. 

"Information Warfare could pervade 
throughout the spectrum of conflict to create 
unprecedented effects. Further, with the 
dependence of modern commerce and the 
militury on computer-colltrolled telecommu­
nication networks, data bases, enabling soft-

SCIENCE AND TECHNOLOGY 

ware and computers, the U.S. must protect 
the.'iC a'i.'iCts relating to their vulnerabilities," 
the report warns. 

rorists, and uniformed soldiers alike, and we 
are all potential targets. 

Information warfare changes the rule.~ of 
fighting, the report suys. A single soldier can 
wreak havoc on an enemy by reprogram­
ming the opposing side's computers. Modem 
netwnrkll L'lIn spread eomputer viruses faster 
than missiles carrying biological warfare 
ageOls - and conceivably do more damage. 
Worst of all, the tools of the information 
warrior are readily available to civilian~, ter-

Not surprisingly, the unclassified version 
of the Pentagon's report barely mentions the 
offensive poSliibilities of infonnation warfare 
- capabilities that the Pentagon currently 
has under development. Nevertheless, these 
capabilities are alluded to in several of the 
diagrams, which show a keen interest by the 
military in OOTW - Operations Other 
Than War. 

"They have things like infonnation influ-

• Even though it's illegal, a lot of pecJPIe tiki to i-t 9Ur. 
copy of a friend's before they plunk down ~ir own ~redf 
companies say this is a form of software piracy: Manywh,o tty 
$2 billion in software Is pirated annuallY, according tilt! 
Alliance. One way that companies such as MiCrosoft and L't JW's 'COlIKl 

booby-trapping their software. Sure, customers wouldn't.' . .., 
Microsoft Word suddenly decided to erase MfYJetter.9I' ~ 
the past month, but what leial recourse would they haVe? .. 

els . 
your phone' 

.• very time 
,~. 

have Dnllilr'lmAlnt':Hi~t 

mouf·,.···/'mr"lTlu •.. '_"_AI" 
Perhaps . 
ment 'Al". IIMrII' .nrl'lll'An 

border. t9 stop· . 
phones to ~. '. 
photle'srad'1O ~g~ . 
Iris beacon fOf~rrori~t 

• Beware of discs bearing gifts. In 1989; ~artY 7;Qob' SUO bSCt1ibE 
magazine PC Business World ~d 3,500 peopleftoin the World 
database received a disc in the rnaH labeled AlDSlnfoniiatiOn 
Version 2.0. People who inserted the discs mother' ~~s 
grams soon found out otherwise. The discs achlally~rrtained a 
Horse" that cisabled the victims' computers and demanded a . . 

• Several years ago, users of Prodigy Were shOcked to 
documents on their computers had been copied' intO $peci~1 
Prodigy's DOS software. Prodigy insisted that the cppied data 
a software bug and it wasn't spying on its customers~ aut If 
access America Online, Prodigy, or COmpuServe; th~ra is 
to be sure that your computer isn't spying on. you while you 
highway. a 

Reprinted *ttl permission. 
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T he tools of the of the information warrior are already avail~ble to civilians, \ 
terrorists and uniformed soldiers alike, and we are all potential targets. =.J 
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ence, J1Cr~eption mamlgement and PSYOPS 
_ psychological operations." suys Wayne 
Madsen. a scientist at the Computer Scknccs 
Corp. in northern Virginia. who has studied 
the report. "Busically. I think that what they 
:Ire talking. "bout is h:lving the cupability to 
censor and put out propaganda on the net­
works. That includes globul news networks 
like CNN and BBC. your informalion ser­
vices. like CompuServe and Prodigy," and 
communic:ltinns satellite networks. "When 
they talk about 'technology blllckude: they 
want to be uble to blo~k data going: into or 
out of a certain region of the world tmlt they 
m~ly he attocking," 

The replllt liiso hinls at the possibility of 
lethal information warl'ure - meaning. 
Madsen ,'lays. "screwing up navigation sys­
tems so airplanes crash and ships runs 
aground. Pretty dangerous sturf. We could 
have a lot of lraniun Airbuses ~rashing if 
they start screwing that up." he says. Indeed. 
according to Madsen. the Army's signal war­
fare ccoter in Warrenton. Virginia I\:IS 1I1ready 
invited companies to develop computer 
viruses IiII' bauletield (Jpermiolls, 

Our best defense against infonnation war-
1:lre i.~ designing computers and cornmunil.:a­
lions systems thaI me fundamentally more 

78 

secure. Currently. the fedeml organization 
with the most experiencc in the tield nf com­
puter security is the Natiomd Securily 
Agency. the work!', foremost spy organi7,a­
lion. But right now. NSA's m:tions are 
restricted by the I~H7 COlliI'll/a .'X'cllrity Act. 
which fOlnids the agcocy I"mm playing a role 
in the design of civilian computer systems, As 
a result, one of the implidt wncilisiollS of the 

Pentagon's report is to repeal the 19K? law 
and so unlie the NSA's hands, Indeed, the 
Pentagon is now emharking on a high-level 
(;~Impaign to convince lawmakers tlklt such 1I 

repeal would he in the nation' s bcsl interests, 
This argument confuses security with ~re­

cy, It al~) ignores lhe l\!a.~ons the COli/lit/I('/' 

Security Act ww; passed in the lirst place. 
In Ihc yellrs before 19K7. the NSA was on 

a campaign to expand its power thmughout 
society hy using its expertise in the lield of 
computer SI..'l:urily as a lever. The NSA tried 
to creale a new category of restricted tc(:hni­
c:II information c~i1le<.l "nutional security 
rdated infOl'ffilltion." They asked Mead Datu 
Corp, and othcr literature-search systems lilf 
lists of (heir users with foreign-sounding 
names. And. suys David Banisar. a policy 
anuly ... t with the Wa~hington-bilsed 

EICl:tml1ic PI;vacy Inlilllnation Centcr. "they 

investigated the computers that were used for 
the IiIllying of the 19!!4 presidential election. 
Just the f<lct that the military is looking in on 
how an election is being done is a very chill­
ing thout:hl. Alier ull. that is the hallmark or 
II bammu republic," 

The COli/Pillet' S('clIril.\' Acl was designed 
to nip Ihis in the hud. It said that slandards 
for computer syst~ms should be set in the 

open by the Nationalln~titute of' S{andard~ 
lind Technulogy. 

Unli)f\unutcly. the Clinton administration 
has found u way to get around the law. It 
placed an "NSA liuison ofliccr" four dunn. 
dowll from the NIST dircclnr's of nee. The 
twu most i lIIportant d vi I i un computer swn­
dards to be designed in recent years - the 
nution's new Escmwcd Encryption Stand:lrd 
(the "Clipper" ~hipl und the Digital 
Signature Standard - bOlh were designed in 
secret hy the NSA. The NSA also ha.~ been 
un unseen hand behind the ei1(lI1s on the part 
of the Clinton udministration tn make the 
nalinl! 's tdephllllC system "wiretap friendly," 

Many cOIllPuter scientists have s;\id 
the NSA is designing weuk ~tandards 
that it can circumvcnt. so that the 
nation's information warfare defenses do 
not get in Ihe way of the agency's offen­
sive capability. UnforlUnatcly. there's no 
way tn tell ror sure. That's the real prob­
lem with designing security stundartls in 
sec reI. There is simply no public 
aCCllunlabili ty. 

In this lIg~ of exploding laser printers. 
computer viruses. and in rllmlatioll warfare, 
we will increasingly rely un strong computer 
security to protect our way III' life. Just as 
important. these stand.lrds must be ucCOUJII­
lIhle 10 lhe puhlic. We simply CUIl't take our 
Jigit~d locks and keys from a Pentagon 
lIgency that's saying "trllst me." But the 
biggest danger of all would he for Congres~ 
tll simply trust the administration's infOlma­
tion waniors ,md gmnt their wishes without 
any puhlic debate. Q 

Sill/,I'(}II L. Gmi/l1kef i,I' 1/ cOlltrihlllillR 
II'ritafol' Wired muga:,ill£'. 

Rl.'prillle,f lI'i,1I 1'l'l'lIIi.uioll by Simol/ L. 
Gl//:/illkl'f. 
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