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dent privacy 
.-vs. the Internet 

THEBE ARE AT LEAST 25 STU­
dents and staff members who 
respond to the name Beth at 
Northeastern University. There 

. are fOUl'students named Orna at 
Harvard. And tllere are eight docton Who 
lfave tlle first name Thomas at Beth Israel 
~ospital. 

. I know this because these institutiona,HIce 
many others, have posted a searchable student 
and staff directory on the Internet. 

The directories are quick and handy, but 
they raise concerns about what sort of infor­
mation should be provided to the global 
fj\t'orrnation community! How should that in-
4J,rrnation be made available? 

The issue of on-line student directories is 
re than just a tempest in an academjc tea­

- -POt: It's a question that's going to be faced 
r piner or later by every busbtess, organization 
I ~~d government. It's an issue that pits person-

al privacy against the Internet's ability to cut 
•1 lVatB and strengthen communities by making. 
.lnformatwn ea.sUy accesaible. 

I an: Here are some of the questions on the ta­
I ffiIe: 
J ~',. Should people be able to view the entire 
, da~ase, or should they only be able to loOK 
I up somebody they already knowf 
,...... ~ schools diBtn'bute phone books for 
I tJreirstudents and employees, but almost ai­
('w'y8 these books are stamped for internal use 

~.e . 8choolsare worned about more than just 
mail: Con artists and stalkers use these 

t. to target vicl.Ims. . . 
,• :f:: MOilt 8ChooJa in tlle B08ton area allow you 

1+. aea.reh the student directory on their Web 
,I'llite, but won't show you page after page of stu-· 

\1. '!tent names sorted in alphabetical order. 
---- "I can't think of' any legitimate reason for 

em to have that, other than flooding us with 
'unk man, It says Frank DiPace, director of dis­

but.ed s tew at Boston Universit . 
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lPBut at Cornell UrilverBi£y lii I.thaca. ~fY., 
Ute entire student phone book, WIili ruunes,ad· . 
dresses and phone nwnbers, is up for grabs. . 
Beth Ritchie Martin; a senior iliere, says ilie . 

'-""'k~,nJ also sells ilie directory to anybody who 
ts it. . 
"That's why students get a lot of junk mail. 

ople use the directory as a mailing list. to 

David Yeh, Cornell's assistant vice presi­
nt for student and academic services, says 
e university is completely within its rights to 
ake the information available. Besides, he 

says, any students who want to can have ilieir 
names removed. , 

But Cornell hasn't done the greatest job 
ietting the word out, which shows why t}:Ie 

YIh~a of just letting,somebody opt out of a direc­
tory doesn't always work in practice. Called at 

Besty Ingall, another Cornell student, 
she bad no idea that her name and phone . 

~ber were on ilie school's Web server for . 
~ybody to see. . 
, ". "There could be some problems with that. if 

---'Mmebody is looking for somebody to harass. I 
',~,cpuld see that could be a problem for me." 
I· i" • What information should be listed? 
k'. The MIT Web site displays the name, e-
:;':t:fuall address, telephone number and address, 
i",~;aepartD:lent. and graduation year for .most of 
!<':f!~e school's students. The school's ~nnted 
t',;phone book includes more information: stu-
\ ,"';-dent's permanent address and phone number. 
['j;;:\; But these decisions aren't cast in stone. At 

r"]lr~f o~~n= ~:c~:e3::=~~lt~t:W:o~t 
i .··:ination they wish to appear in the on-line 
::.<iltudent directory and what information can ap­
: (Pear in print. They can update ilie form 
! '''··electronically from the school's computer sys­
! . >.t.em. 
i':'· Suzana Lisanti, MIT's facilitator for the 
::Carnpus Wide Information System, says ~v-
I ':irig the database available on the Internet 18 an . 
I 'Important part of MIT's mission. 
: .•.• . "We're part of an international communi- . 
''':t},'' she says. "I think that it's importantf?r 
'People to be able to find each other, to verify 
: . 'that somebody is at an institution, or to be able 
: "to reach them for scientific, intellectual profe8-
1 .. "sional needs." 
: ! Student phone numbers are on the system, 
I·· "she adds, so professors can reach their stu-
l .dents after hoUl's. 

. • Should insiders get more information 
';tllan outsiders? 
: What you can find out electronically about 

i ":a student at Boston University depends from 
: 'where you are looking. Search a student's 
't.·. ·:riame inside the university's computer net-

,(.;work, and you might get the student's name, , 
, .'. GARFINKEL, Page B22 
~ .. 

t;Plugged in columnist Hiawatha Bray is em va­
fritation. His colUf!l.n will return mxt week. 
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phone number, or whatever infor­
mation the student wants made 
public. But try to look up a stu· 
dent from outside the university, 
and all you'll get is an e-mail ad­
dresS. 

• Should there be limits on 
the number of names you can 
look up? The directory.at MIT 
has a governor on It, 80 that you 
can't look up more than a set 
number of names within a given 
time ~od. You can't search the 
name Smith at BU: If there are 
too many matches on a search, 
the computer won't display the 
results. But the computers at 
Northeastern University and at 
Beth Israel Hospital will happily 
show you all of the names that 

match your l!earch, even if there 
are dozens of them. That can be 
just as damaging as publishing 
the entire directory. 

There aren't any right an­
swers to these questions. But in­
stitutions must come to under­
stand that just because you can 
put something on line doe&n't 
mean you 81uruld. 

Phil Agre, a profe880r of com­
munications at the University of 
California, Santa Barbara, has 
put together an intereSting coDec­
tion of arguments igainst privacy 
and their rebuttals. They can be 
found at bttp://communication. 
ucsd.edulpagrelarguments:html. 

Technology writer Simson 
Garfinkel can be reached at 
pl'UflUeci-in@Bimson.net 
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