Weaving a tangled 'Net

Professor’s work offers warning of how Web can
be used to con consumers / Simson L. Garfinkel

ATTENDED A
computer security
workshos in New
Jersey lest week,
and saw Princeton

University professor Ed-
ward W. Felten construet
a Web of deceit and in-
Tigue.

Felten showed the au-
dience how touse features
in Netseape Navigator or
Internet Explorer to con-
struct a “mirror Web” - a
twisted refleczion of the
Internet’s Werld Wide
Web complete with hidden
tricks and traps where
nothing is as 1t seetns.

While this was an aca-
demic exercise, it
demonstrated how sach
sifes eould easily be cre-
ated by people with
sinister intentions. The
fact that the world's Web
browsers are susceptitle
to this sort of attack
should give pause to peo-
ple thinking of using the
Internet for commereial
transactions, at least for
now.

Born in Boston and educated
at CalTech, Felten, 34, is a rela-
tive newcomer to the field of
computer security. Last spring se
and his graduate students pub-
lished a series of attacks on the
Java programming larguage,
showing the sysiem being distrib-

uted by Sun Microsystermns and
Netscape wasn't a8 secure as was
widely believed. But this new ai-
tack exploits not a programuming
prodlem, but a psychelogical one.
And while it i3 possible to make

changes in brewsers {o minimize

the consequences of the attack,
neither Netseape nor Microsoft
has shewn any willingress to do

80.

The problem, explains
Felien, & that programs
such as Navigator ask us-
ers to make a lot of
security-related decisions
during = typical session on
the Internet. Youtypea
pasgword to log in. You
might type a different
password to visit the Web
site at The New York
Times. If you download
your credit-card informa-
tion from a bank, you type
5 third passward.

TUnfortunately, Web
browsers dor't give users
enough information to
make the security-related
decisions properly. Asa
result, a malicions Web
site ear. fool nsers into re-
vealing sensitive
information or download-
ing anc running a
malicious program without
their knowledge. Indeed,
there’s really no good way,
with the eurrent genera-
tion of Web browsers, for
usets to really believe any-
thing they see on the screen.

Say you are surfing the Web
and you click info a gite that asks
you for your user name and pass-
word. How doyou know that the
user name and password you type
are really going to the computer
that appears o be asking for
them? You don't. Programs em-

‘bedded in Web sites can change -

what ycur Web browser displays.
In his talk, Felten showed how to
construet a mirrar Web sitz, This
is a site that appears to be housed
on one computer, say WWW,
MICROSOFT.COM, when in fact
is is actually on another, such as
WWWMICROSIFT.COM.

- Car. you tell the difference be-
tween those two addresses? The
second has the nimber zero in-
stead of the letter “O” following
the 8.

Although those are different
for the computer, they car be vi-
sually indistinguishable.

Using Netscape's JavaSeript
programmuing language, it's possi-
bie to reprogram your Web
browser so you think it’s pointing
at www.microsolt.com when it's
reaily pointing at www.atiacker-
.org. JavaSeript can change what's
displayed in the Web browser’s
status and location fields.

The mirrored pages can be
perfect replicas; You can’ tell the
difference, but some malirious
Web site is recording everything
you do and type. Or they can feed
you bogus information and down-

load programs with virusas to

your hard drive,

Netscape comes witha system
called public key eneryption that's
suppesed to minimize this gort of
attack. When you open w a con-
nection to a so-called “secure”
Web server, the little yellow key
in: the lower lef-hand eorner of
Netseape Navigator turns blue.
Unfortunately, it turns hlue if you
connect 1o any secure Web server.
En order to figure out that you've
connected t0 the correct one, you
must use Netseape's “view docu-
ment info” command. Few people
do that.

One way to solve this problem
would be to make Netscape al-

ways display the aryptographical-
1¥ verified legal nume of the Web
site to which vou kave commected.
But ever if that ene particular nit
is fixed, there area lot of other
ways tofool a user.

For sxample, a small pragram
written in Java could display a
window on your computer saying
that yovr compuiter’s dial-up con-
nection has been lost. It could
then invite you to type vour user
name and password to reconnect.
The Jasa program could even play
the tones that most people’s mo-
dems make when they are re-
establishing a connection.

Netseape tries to get around
this prcblem by displaying the
words “unsighed Java applet win-
dow” whenever a Java program
tries to create its own window.
Unfortunately, there are ways of
getting arcund this.

You can find an amusirg col-
lection of other Web {ricke and
tangles at the DigiCrime Web
site, http:/Awww digicrimecom/,
For more information abaat Fel-
ten’s work, check out Princeton’s
Secure Internet Programming
group’s Web site at
hitp://www.es.prinestornedu/sip.

Spoofing the user is & <ind of
21st-century con game. Butit’s
not an inseluble problem. Unfor-
tunately, many nstitutions are
Jjumping in to the world of Web
commerce, with the idea that
they're willing {o take seme losses
n order to build up their market
share. Let’s hope consumers don't
get urt in the process.
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