
Weaving a tangled 'Net 
Professor's work offers warning of how\Veb can 
be used to con consumers / Simson L. Garfinkel 

I 
ATTENDED A 
compute.- security 
worksho:! in New 
Jersey l!.St week, 
and saw Prineeton 

University professor Ed­
ward W. Feltm construct 
a Web of deceit and in­
trigue. 

Felten showed the au­
dien,e how to use featooes 
in Netseape ]I avigator or 
Internet Explorer to COD­

strl1...'1a "mirror Web" - a 
twisted refledon of the 
Internet's Wcrld Wide 
Web complete with hidden 
tricks and traps where 
nothing is as it seems. 

While thi, was an aca­
dende exercise, it 
demonstrated how such 
sites could eMily be cre­
ated by people with 
sini>ter intentions. ThE 
ract that the world's Web 
browsers are susceptitJe 
to this sort of attsek 
should give pause to pe<>­
pie thinking of using the 
Internet for commercial 
tra:>sactions, at least for 
now. 

Born in Boston and educated 
at CalTech, Felten, 34. is a rela­
tive newcomer to the field of 
computer security. LMt spring oe 
and his graduate students pub­
lished a series of attacks on the 
Java programming language, 
showing the system being distrb-

uted by Sun Microsystems and 
Netscape wasn't as see..Ire as was 
widely believed. But this new air 
tacl: exploits not a programming 
pro)lem, but a psychological one. 
And while it is possible to make 
changes in browsers to minimize 
the consequences of the attack, 
neither Netseape nor Microsoft 
has shown any wiIlingr.ess to do 

so. 
The ?roblem, explains 

Felten, B that programs 
such as '<avigator ask us­
ers to make a lot of 
secority-related decisions 
during. typical session on 
the Internet. You type a 
password to log in. You 
might type a different 
password to visit the Web 
site at The New York 
Times. :f you download 
your credit-eard informa­
tion fro:n a bank, you type 
a third ;laBsword. 

UnfJrtunately, Web 
browse"" don't give users 
enough information to 
make the security-related 
decisions properly. Ail a 
result, a malicious Web 
site car. fool users into re­
vealing sensitive 
information or download­
ing and running a 
malicioos program without 
their bowledge. Indeed, 
there's really no good way, 
with the current genera­
tion of Web browsers, for 
users to really believe any­

thing they see on the screen. 
Say you are surfing :he Web 

and you click into a site that asks 
you for your user name and pass­
word. How do you knov; tbar the 
user name and password you type 
are really going to the computer 
that appears to be asking for 
them? You don't. Programs em-

bedded in Web sites can change 
what ycm Web browser di'plays. 
In his talk, Felten showed now to 
construeta mirror Website. This 
is a site that appears to be housed 
on one computer, sayWWN. 
MICROSOFT.COM, when in fact 
is is actually on another, scch as 
WWWMICROSOFT.COM. 

Car. you tell the difference be­
tween Ihose two address .. ? The 
second has the number zero in­
stead of the letter "0" follo,ving 
theS. 

Although those are different 
for the computer, they car be vi­
sually indistinguishable. 

Using Netscape'. Jav,Script 
programming la.~goage, irs possi­
ble to reprogram your WEb 
hrowser so you think it's pointing 
at \Vww.microsoft.com wren it's 
really pointing at www.atlacker-
. org. JavaSeript can change what's 
displayed in the Web browser's 
status and location fields. 

The mirrored pages can be 
perfect replicas: You can'; tell the 
difference, but 50me mali,;ous 
Web site is recording everything 
you do and type. Or they can feed 
you bogos information and down­
load programs with viruses to 
your hard drive: 

N etscape carnes with a system 
called public key encryption that's 
supposed to minimize thi> sort of 
attack. "'hen you open UJ a con­
nection to a so-called 'Iseeure" 
Web server, the JitUe yeHow key 
in the lower ler-~hand comer of 
N etseape Navigator tuns blue. 
Unfortunately, it turns blue if you 
connect to any secure Web server, 
In order to figure out th.t you've 
connected to the correct one, you 
must use Netseape's "view docu­
ment info" corr.mand. FEW people 
do tho!. 

One way to solve thi, problem 
would be to make Netscape al-

ways display the cryptographical­
ly verified legal nune of the Web 
site to vihich you have connected. 
But even if that one particular nit 
is fixed, there are a lot of other 
ways to fool a use:. 

For example, a small pl'Jgram 
written in Java coold display a 
window on your computer saying 
that yo"r computer's dial-up con­
nection has been ~ost. It could 
then imite you to type your user 
name and password to reconnect. 
The J.,a program could even play 
the tones that mmt people's mo­
dems make when they are re­
establishing a connection. 

Net,eape tries to get around 
this prcblem by displaying the 
words "unsignedJava applet "'in­
dow" wnenever a Java program 
tries to create its own window . 
Unfortunately, there are ways of 
getting around this. 

YOL can find 'n amusir.g col­
lection of other Web trickJo and 
tangl'" at the DigiCrime Web 
site, http://wwwJigicrime.com/. 
For more infonr.ation abolt Fel­
ten's "ork, check out Prineeton's 
Secure Internet Programming 
group', Web site at 
http://www.cs.princelolLedu/sip. 

Spoofing the user is • .dnd of 
21strcentury con game. But it's 
not an insoluble problem. Unfor­
tunamy, many institutions are 
jumping in to the world of Web 
commerce, with the ide. that 
they're willing to take SODe losses 
in order to buno up their market 
share. Let's hOI"' consumers don't 
get hut in the process. 

Tech:IW/ogy 'm-iteI' SinUlan L. 
Gmfi11kel can I¥J reached at 
pl"flf}lJd-in@8i:msan.neL 


