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tudentprivacy 
---vs. the Internet r= 

I T
HERE ARE AT LEAST 25 STU· 
dents and staff m~mhe ... who 
respond to the name Beth at 
Northeastern University, There 

, are four students named Oms at 

I 
HarvlU'd, And there are eight doctors whQ 
I!9.ve the first name Thomas at Beth Israel 
\Iospital, 

" I know this because these institutions. like 

I many others, have posted II searchable student 
and staff directory on the Internet, 

The directories are quick and handy, but 
they raise coneero" about what .ort afinfo .... 
mation should be provided to the global 
$formation community? How should that in­
ill:rmation be made available? 

The "'."e of un-line student direetories is 
ore than just II tempest in an academ.ic tea-

- ,.pot: It's II question that's going to be faced 
.. AQOner or later by every bUsines., organization 
I I{hd go~·ernment. It's an issue that pits person-

'al privllCy against the Internet's ability to cut 

•1 dllsts and strengthen communities by maldng 
lilslnf<»7mltion cllBily "'ce.silil~, 

I ~T" Here are some of the questions on the tar 
1i.Iife: 
J k. Should people be ablA to view th. entire 
, database, Gl'should they only be able to look 
, up someOOdy they already know? 
I co"" Many scnooJs distribut.. phone hooks for 
I tlreirstudelli:.o Dnd eJllplO.Jl"~., but almost al­
hilff.Ys these boola. Ill'e stamped for internal use 
~~. &bools are worried about more than just 

mail: Con artists and stalkers use these 
ts to target Victims, 

I Wi Most schools in the Boston area allow you 
I ',\!!I search the student dire~ry on their Web 
I·..tte. but won't .how you page td'tcr page of S'u­i'" 'tIent names sorted in alphabetieal order, 

"1 can't think of'any legitimate reason for 
to have that, other than flooding us with 

. says Frank DiPace, director of dis-
at Boston 

~ But at Cornell Univerillty in ithaca, N.Y., 
tile entire student phone book. with names. ad­
dresses and phone numbers, is up for grabs, 
Beth Ritchie Martin, a senior there, says the 

r"1!l'hC>Oi also sells the directory to anybody who 
ts it, 

I "That's why students get a lot of junk ma.il. 
ople use the directory as a mailing list." 
David Yeh, Cornell'. assistant vice presi­

nt for student and academic services, says 
e university is completely within its rights to 
ake the information ava.ilable. Besides, he 

says, any students who want to can have their 
names removed. 

But Cornell hasn't done the greatest job 
, 'A"tting the word out, which shows why tl)e 
(lIj;'a of j""t letting .'UIU.UuU~ upt uUt uf H direc­
tory doesn't always work in practice, Called at 

Besty Ingall, another Cornell student, 
she had no idea that her name and phone 

pberwere on the school's Web server for 
:ibybody to see, 
, "There could be some problems with that, if 
lIom.body i.looking for somebody to hlU'aes, I 

. 'could se~ that could be a problem for me," 
• What information should be listed? 
The MIT Web site displays the name, e­

mail address, telephone number and address, 
, department, and graduation year for most of 

j,he school's students, The school's printed 
phone book includes more information: stu-
dent's permanent address and phone number. 

But these decisions aren't cast in stone, At 
/·.j,he beginning of each semester, students must 

fill out a form that tells the school what infor­
mation they wish to appear in the on-line 
student directory and What information can ap­
pear in print, They can update the form 
electroniCally from the school's computer sys­
tem, 

Suzana Lisanti, MIT's facilitator for the 
CIlII1PU>! Wide Infol1llation System, says hav­
ing the database ava.ilable on the Internet is an 
important part of MIT's mission, 

"We're part of an international communi­
~," she says. "I think that it's important for 
people to be able to find each other, to verify 
that somebody is at an institution, or to be able 
to reach tbem for .cientilic, intellectual profes-: I 'sional needs," 

Student phone numbers are on the system, 
!lbe adds, so professors can reach their stu­
dents after hours. 

• Should insiders get more information 
. than outsiders? 

What you can find out electronically about 
a student at Boston University depends from 
. where you are looking. Search a student's 
"name iruddp t.he univAf'SIit.YA t'nrnpl1t.et" npt-. 
work, and you might get the student's name, . 
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Plugged in columnist Hiawatha Bray is an va­
f.: Cation. His colUtf!ln will retum next week. 
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phone number, or whatever infor­
mation the student wants made 
public. But try to look up a stu­
dent from onf..qiiJ~ t.he univ€ol'Sity, 
and all you'll get is an a-mail ad· 
dress. 

• Should there be limits on 
the number of names you can 
look up? The directory at MIT 
has a governor on it, so that you 
can't look up more than a set 
number of names within a given 
time period. You can't search the 
name Smith at BU: If there are 
too many matches on a search, 
the computer won't display the 
results. But the computers at 
Northeastern University and ut 
Beth Israel Hospital will happily 
show you all of the names that 

match your $E!arch, even if there 
are dozens of them. That can be 
iust as damaging ... publishing 
the entire directory. 

There aren't any right an· 
swers to these questions. But in· 
stitutions must come to under­
stand that just because you can 
put something on line doesn't 
mean you .fumld. 

Phil Agre, a professor of com· 
munications at the University of 
California, Santa Barbara, has 
put together an interesting collec. 
tion of arguments against privacy 
and their rebuttals. They can be 
found at http://communication. 
ucsd.edulpagrelarguments.html 

Technology writer Simson 
Garfinkel can be reached at 
pluggedrin@simBOrt.net 

MIT Faculty, Staff. and Studeo.\ Directory 
(1'01' »hON .""t:'Of MIT 'd.p~, lAb., ouetlUftb r~, conllct the MIT Opemttn)' eH,U7·253-l000) 

Htftl am /101M oithe kin4s ~ ~1:!IIr1.. IIlJoyed, VlIlI.tx.; 

• ~,"*' m.ptoa 
• ~, •. ,:-ol .. pton 
• ~~,e.a:,.r1t: cl.4PIl91!. 
.~~,.ft.a:,Ol"Pt<m,fl"10 
.,Y\14Mf,.:'. ",l"'ttm w:I.Q otohJt4m 1tt':I.1 

Any' "t1b! abaft lIumea vcuid tipd this aeozd Iltt 1liCtutl!y eXUlled' 

It)tlubav. Jm:ibltlM 'Irilb Uw t.bQ'IJ ~b. \lit tbD 080 1ntII11w:e: 
i!tllllr1loIttaUSI1MIlI: I IlhIbttdtQlvr"" I 

The MIT Well ,lie dl ..... lnformItIon on lIudenb. bIIt ... ,1IIIIntw ...... 
denll can ,.It eXHUy WhItUley WIllI to appellr In lilt ....... atNoto/y. 


