
Weaving a tangied 'Net 
. Professor's work offers warning of how Web can 
be used to con consumers / SihlSOR L Garfillkel 

I=~· . Jersey last week, 

u~s:w~e:; 
VIll.l'd w. Felten constJ'uct 
a Weh of deceit and in­
tri~ .. 

.. Felten showed the su­
die_ how to \lSefeatfires 
in NetscapeNavigator OJ' 

, Internet Explorer to col>­
struct a "mirror Web" - a 
twisted refleetion of the 
Internet's World Wide 
Web oompletewith hidden 
trieb and ~ where 
netIllng is as it seem, . 

While this was an _­
demit exercise, it 
demonstrated hOw such 
sites eoold easily be em­
ated hy people with 
sinister intentions. The 
fact that the world's Web 
browaerB are sase6pb'ble 
to this sort of attack 
shonLl give pause to pe<; 
pie thinking ofusing the 
Internet for commercia1 
~ atle&Stfor 
now. 

Born in Boston and educated 
at CaITeeh, Felten, 34, is a re1a­
tive l'lewComer to the Iield of 
computer security. Lastspring he 
and llis ~e st.uden'lI pub­
lished a series of attacks on the 
Java programming language, 

showing the SJ'Stem beiJlg distrib-

uted by Sun Mi~and ./ 
Netscape WlIIltl't as secure as was 
widely believed But this new at­
tack exploits mt a progrmnr!Iing 
problem, hut a psyebologica! one. 
And mille it is possible to make 
ebanges in brovIsers to ~ 
the consequences of the attaek, 
neither Netseape norMiaosoft 
bas shown 1liiY Willingness to do 

'so. 
The )ll'Oblem, explains 

Felten, is that programs 
such as Navigator uk us­
ers to make a Jot of . 
~-reJated decisions 
during a typical session on 
the Internet. Yon type a 
password to log in. You 
might type a dlfferent· 
password to visit the Web 
site at TIte New York 
Times. If you download 
your credikard infonna­
tion from a bank, Jon type 
a third password. 

. Unfortunately, Web 
hrowBers don't give users 
enougb i:Jformation to 
make the security-related 
deeisioru; properly. As a 
result, a malicious Web 
site can fool users into ~ 
veaJing sensitive 
infonnation or dO'll'llioad­
ing and running a 
maIieious program without 
their knowledge. Indeed; 
there's reaDy no good way, 
with the CWTeIlt genera­
tion of Web browsm;, for 
users to really believe any- . 

thing they see on the screen. 
Say yon are surfing the Web 

and you IlIicl< into a site that 8sks 
yOu for your user name IIlid pasS­

word. How do you know that the 
user name and jl8S8WOl'd you ~ 
are reaDy going to the computer 
that appelIrS to be asking for 
them! Yon don't. Programs em-

bedded in Web sites can ebange . 
what your Web browser displays. 
In his talk, Felten showed how to 
constru<t a mlrroT Web site. This 
is a site that appears to be housed 
on one rornputer, say WWW. 
MICROSOFT.COM, ..men in fact 
is is aetaaIly on another, sum as 
WWW.MICROSWT.COM. 
, Canyon tell the dlfference be­

tween tlose two addresses? The 
second Bas the number zero in­
siead of the Jetter "0" following 
theS. 

Although tbose ate dlfferent 
for the eomputer, they can be vi­
sually illdistinguishshle. 

UsiLg NelBeape's JavaScript 
programming~, it's possi­
ble to reprogram your Web 
browser 80 you think it's pointing 
at www'.rnlcrosoft.comwhenit's 
really pointing atwww.attacker-
. org. JlMlSeript can ebange what's 
displayed in the Web bl'OWl!el"s 
status and location fields. 

• The milTored pages Can be 
perfect replieas: You can't tell the 
dlfference, hut me malieioos 
Web site is recording everything 
you do and type. ()to they can feed 
you bogus infonnation and down­

,load programs with viruseS to 
your hard drive: 

Netseape comes with a system 
called public key eneryption that's 
supposed to minimize this sort of 
attack. When you open up.a con­
nection to a so-called "secure" 
Web server, the little yellow key 
in the lower left-hand corner of 
Netseape Navigator turns blue. 
Unfortonately, it turnS blue if you 
connect to any SECUre Web server. 
In order to figure out that you've 
connected to the oorreet one, you 
must use Netscape's "view docu­
ment info" oommimd. Few people . 
do that 

One way to scl\'e·this problem 
would be to make Netscape al-

ways display the cryptographical­
~v~dleg.d~oftheWeb 
.site to which you have connected. 
But even if that one par!;lcular nit - . 
is fixed, there,are a lot of otier 
ways to fool a user; .) 

Far example, a small program 
written in Java could display a i 
window on yOUr COlllputer saying '.:1 
that your computer's dial-up con- ~ 

1 neetion has been lost. It oouldi,l 
then invite you to type youruser 
name and password to reconnect. 

. The Java program could even play 
the tones that moet people's IJIO­
dems make when they are re­
establishing a connection. 

Netseape tries to get around 
this problem by displaying the 
words 'ilnBigned Java appktwiu--• 

, dow" whenever a Java ~ 
tries to create its own winoew . 
Unfortonately, there are ways of 
getting around this. 

Yon can find aD amusing col­
lection of other Web tricks and 
tIIIIgles at the DigiCrime Web 
. site, http;//www.digicrime.com/. 
For more information about Fel­
ten's work, check out Princeton's -] 
Secure Internet Programfuing 'I 
group's Web site at _ .; 
bttp;//www_cs.prirceeton.edt;/sip. " 

Spoofing the user is II kind of 
'21st-centnry eon game. Butit's 
not an insoluble problem. Unfor­
tunately, ~ institutions are 
jumping in to the World of Web . 
commerce, with the idea that 
they're willing to take some losses 
in order to bniId up theirmarket 
share. Let's)iOpe oonsume1'8 don't 
get hort in the process. 

Ter:Jm%uu.writer ~L. 
Gaifinktl can be reached at 
plugged·in@lJims.m.net. 


