
THE EXPANDED VIEW
Computer Security

his spring, a small Boston
publishing house that had
recently connected to the
Internet discovered some-
thing suspicious on its Unix
mail file server: an account

'under the username "mp" that didn't
Seem to belong there.
: Somebody had broken in.

The system logs showed three account
accesses under the mp username during
he previous month. The attacker had set

a special FTP account with unrestrict-
?3 superuser access. Before the discovery,
anybody on the Internet could have con-
nected to the company's computer and
accessed or erased any file on the system..

Less than a month before the publish-
ing house breach, a high-tech consulting
firm in Cambridge, Massachusetts, suf-
fered an intrusion of its own. This attack-
er was more skillful, erasing evidence of
the intrusion from the log files and mod-
ifying system utilities to mask his or her
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