THE COVER STORY

l Internet Servers

AST year, Internet
Lusers got a wake-up
call. Hackers had
broken onto the net's busiest
networks and installed packet
sniffers. These programs picked
up every Ethernet packet on the
local-area network of key Inter-
net routers. They then record-
ed the first two dozen charac-
ters (usually passwords and
user names) that went over
each telnet and FTP connection.
No one knows how long the
sniffers were running—weeks,
perhaps, or months. The only
reason anyone discovered these
rograms is that they stored
«1e stolen account information
in a file on the same computer
that was running the packet
sniffer: Eventually, the files
filled the computer’s hard disk
and crashed the system.

KNOW YOUR ENEMY Today,
the Net is still vulnerable,
because it's still largely un-
guarded. Networks transmit
unencrypted data. And practi-
cally anyone in the U.S.,
Europe, and Japan who wants
an Internet account can get
one. These two factors are fuel-
ing more and more security
breaches. Some hackers break
into systems to look around.
Others take over modem con-
nections and run up huge bills
placing long-distance phane
calls or intercept and alter
e-mail messages.

Indeed, the very act of send-
ing an e-mail message involves
copying that message. Once
the message arrives at the

aceiving machine, it waits in
che fusr/spool/mail directory
(in the case of a Unix system)
or on the hard disk of the server
running the post office (in the
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case of NT), where any intruder
who obtains superuser (root)
privileges can read it.

Many system administrators
react to such security breach-
es by pulling the plugs on their
organizations’ Internet con-
nections. But there are less
drastic alternatives.

AN OUNCE OF SECURITY A
simple (but Draconian) way to
counter password sniffers is to
disable services reguiring
authentication, so you never
have to type your password
over the Net. Turn off access
by telnet. Do not allow any use
of FTP except anonymous FTP.
Your users will still be able to
use the Internet for e-mail,
newsgroups, Mosaic, Gopher,
and other services that don't
require authentication.

A better approach is a one-
time password. With this sys-
tem, you use each password
only once, so it doesn't matter
if somebody else captures a
password. Another kind of one-
time system is challenge/
response. With these systems,
you carry a special-purpose cal-
culator. When you try to log on,
the computer prints a number.
You type this number into the
calculator and press a special
button. The calculator performs
a mathematical function unigue
for each user and then prints
the result, which you send back

to the computer. Again, some-
one tapping the conversation
can‘t impersonate you, because
they don’t have the calculator.

SCRAMBLED MEGS A third
approach is encryption, which
scrambles data you send over
the Internet so it’s meaningless
to any listeners. Hardware or
software can handle encryption.

Encryption can also solve
another security problem: the
interception of electronic mail
messages. By using public key
encryption, you can encrypt an
electronic mail message so only
the intended recipient can read
it. Some messages (encrypted
with the sender’s private key)
can be read by anyone pos-
sessing the public key, an
approach that works well for
broadcast messages. Most pub-
lic key systems also provide a
feature, digital signatures, that
you can use to sign messages
so recipients know the mes-
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sages are authentic,

Stanford professors Whit-
field Diffie and Martin Hellman
invented public key cryptogra-
phy in the 1970s. Most public
key systems today employ the
RSA algorithm, named for its
inventors: Ronald Rivest, Adi
Shamir, and Leonard Adleman.

With RSA, each person who
wishes to exchange electronic
mail creates two encryption
keys, a public key and a private
key. The public key encrypts
messages; the private key
decrypts them. To make your
public key, the RSA encryption
program randomly generates
two large prime numbers hun-
dreds of digits long. The pro-
gram then bases the public key
on a number it derives from the
product of the two prime num-
bers; it bases the private key on
the prime numbers themselves.
This method works because it is
easy to multiply two large num-
bers together, but it's difficult
to take a large composite num-
ber and determine its factors.

PRETTY GOOD PRIVACY One of
the most popular programs to
implement RSA encryption is
PGP, short for Pretty Good Pri-
vacy. To send an encrypted mes-
sage with PGP, you create the
message with a word processor
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