
THE COVER STORY
Internet Servers

The Primer

Add security before you open for business

c

flST year, Internet
users got a wake-up

IcalL. Hackers had
broken onto the net's busiest
networks and installed packet
sniffers. These programs picked
up every Ethernet packet on the
local-area network of key Inter-
net routers. They then record-
ed the first two dozen charac-
ters (usually passwords and
user names) that went over
each telnet and FTP connection.
No one knows how long the
sniffers were running—weeks,
perhaps, or months. The only
reason anyone discovered these

"ograms is that they stored
.lie stolen account information
in a file on the same computer
that was running the packet
sniffer: Eventually, the files
filled the computer's hard disk
and crashed the system.

KNOW YOUR ENEMY Today,
the Net is stil l vulnerable,
because it's stil l largely un-
guarded. Networks transmit
unencrypted data. And practi-
cally anyone in the U.S.,
Europe, and Japan who wants
an Internet account can get
one. These two factors are fuel-
ing more and more security
breaches. Some hackers break
into systems to look around.
Others take over modem con-
nections and run up huge bills
placing long-distance phone
calls or intercept and alter
e-mail messages.

Indeed, the very act of send-
ing an e-mail message involves
copying that message. Once
the message arrives at the

reiving machine, i t waits in
che /usr/spool/mail directory
(in the case of a Unix system)
or on the hard disk of the server
running the post office (in the
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case of NT), where any intruder
who obtains superuser (root)
privileges can read it.

Many system administrators
react to such security breach-
es by pulling the plugs on their
organizations' Internet con-
nections. But there are less
drastic alternatives.

AN OUNCE OF SECURITY A
simple (but Draconian) way to
counter password sniffers is to
disable services requiring
authentication, so you never
have to type your password
over the Net. Turn off access
by telnet. Do not allow any use
of FTP except anonymous FTP.
Your users will stiLl be able to
use the Internet for e-mail,
newsgroups. Mosaic, Gopher,
and other services that don't
require authentication.

A better approach is a one-
time password. With this sys-
tem, you use each password
only once, so i t doesn't matter
if somebody else captures a
password. Another kind of one-
time system is challenge/
response. With these systems,
you carry a special-purpose cal-
culator. When you try to log on,
the computer prints a number.
You type this number into the
calculator and press a special
button. The calculator performs
a mathematical function unique
for each user and then prints
the result, which you send back

to the computer. Again, some-
one tapping the conversation
can't impersonate you, because
they don't have the calculator.

SCRAMBLED MEGS A third
approach is encryption, which
scrambles data you send over
the Internet so it's meaningless
to any listeners. Hardware or
software can handle encryption.

Encryption can also solve
another security problem: the
interception of electronic mail
messages. By using public key
encryption, you can encrypt an
electronic mail message so only
the intended recipient can read
it. Some messages (encrypted
with the sender's private key)
can be read by anyone pos-
sessing the public key, an
approach that works well for
broadcast messages. Most pub-
lic key systems also provide a
feature, digital signatures, that
you can use to sign messages
so recipients know the mes-

sages are authentic.
Stanford professors Whit-

field Diffie and Martin Hellman
invented public key cryptogra-
phy in the 1970s. Most public
key systems today employ the
RSA algorithm, named for its
inventors: Ronald Rivest, Adi
Shamir, and Leonard Adleman.

With RSA, each person who
wishes to exchange electronic
mail creates two encryption
keys, a public key and a private
key. The public key encrypts
messages; the private key
decrypts them. To make your
public key, the RSA encryption
program randomly generates
two large prime numbers hun-
dreds of digits long. The pro-
gram then bases the public key
on a number i t derives from the
product of the two prime num-
bers; i t bases the private key on
the prime numbers themselves.
This method works because i t is
easy to multiply two large num-
bers together, but it 's difficult
to take a large composite num-
ber and determine its factors.

PRETTY GOOD PRIVACY One of
the most popular programs to
implement RSA encryption is
PGP, short for Pretty Good Pri-
vacy. To send an encrypted mes-
sage with PGP, you create the
message with a word processor

A fire watt is a
router that acts
as a packet filter.
By changing val-
ues in the router
table, you can
" Iter packets
asedon such

criteria as the
time of day and
the address.

W I N D O W S S O U R C E S 138 F E B R U A R Y 1 9 9 5



o

•1
authentication A

' technique, such as

using digital signa-

tures, to verify the

identity of users,
hosts, and programs
that try to gain net-
work access.

lire wall A fire wall

is software typical-
ly run on a dedicat-
ed server that
blocks transmission
of certain classes

of traffic to secure
internal LANs from
the outside world.

public key Public-

key encryption is a
security technique
that uses a public
key and a private
key. The public key,
used to encrypt
data, is published;
the private key,
which decodes mes-
sages, remains

secret and is allot-
ted individually. RSA
is a popular encryp-
tion algorithm. To
create a public key,
the RSA encryption
program randomly
generates two prime
numbers hundreds
of digits long. It
then bases the pub-
lic key on a number
derived from the
product of the two
prime numbers.

and save it in a fiLe. You then
encrypt the message with PGP's
"-ea" (encrypt ASCII) options.
PGP creates a file that appears
to contain garbage. This is the
file you send to your corre-
spondents. When your corre-
spondents receive the file, they
process i t with PGP, which
decrypts the file and produces
the original, intelligible version.

Although the principles of
public key encryption have been
around nearly two decades, i t
is not available in most e-mail
programs. That's partly because
the lack of standards for
encrypting messages has pre-
vented widespread adoption of
the technology. Also, the RSA
algorithm is patented: To use
RSA, software developers need
to negotiate a license from RSA
Data Security. Another reason
few mainstream e-mail pack-
ages incorporate RSA encryp-
tion is that it's difficult to man-
age and distribute keys. One
notable exception is Lotus
Notes, which uses RSA encryp-
tion to encrypt e-mail as welL
as communication between
Notes servers.

One final note: Encrypting
data that goes over a fire wall
(see below) foils such passive
attempts to compromise secu-
rity as eavesdropping. Howev-

er, i t does little to deter active
attempts in which hackers
intercept and alter messages.

JUMPING OVER FIRE WALLS
Just as a physical fire wall pre-
vents the spread of fire from
one part of a building to an-

other, a network fire wall is a
software barrier that blocks the
flow of information from one
part of a network to another.
Network administrators can
configure fire walls, deciding
which type of messages to block
and which to let pass. For exam-
ple, a fire wall might allow com-
puters on the Internet to send
messages only to a particular,
specified computer on your
company's local-area network.

You can program most
routers to do simple packet f i l-
tering, the most basic fire wall.
Unfortunately, vendors deliver
routers with all filtering turned
off. You must decide which
Internet services you wish to
offer, then program your router
to block packets for everything
else. At the very least, be sure

to disaLlow UDP packets des-
tined for the port 2049 that the
network file system (NFS) on
computers running Linux uses.
If you are connecting to the
Internet with a SLIP or PPP con-
nection with a computer run-
ning Unix or Linux, edit your
configuration files (especially
/etc/inetd.conf) to disable the
services you don't want to offer.

If you aren't up to installing
a fire wall, consider a TCP wrap-
per. A wrapper is a program that
intercepts network connections
to your computer, records the
connection's origin, then com-
pletes the connection to the
appropriate network server.
Your administrator can set up a
table that blocks access to par-
ticular services from a given
host or network. • • •

The Players

Security choice depends on
your budget and expertise

Pou can program most routers
to do simple packet filters. To
build a more sophisticated fire

wall, consider Trusted Information Sys-
tems' fire wall kit. The kit contains sev-
eral network proxies, programs that run
on the bastion host that forwards infor-
mation from your internal hosts across
the fire wall and on to the Internet. These
programs log every transaction. Config-
uration files also let you block particu-
lar services or hosts. This is a sophisti-
cated system, and you need to be well
versed in Unix to get it to work. The less
adventurous can buy a commercial ver-
sion of the system, Gauntlet, for $15,000.

A Real Card To offer your users
secure remote access by modem or over
the Internet, consider SecurlD, which
uses credit card-size smart cards. Each
smart card displays a number that

changes each minute according to a pre-
defined algorithm. When you try to log
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For safe remote Internet access, SecurfB

smart cards work wi th either Security

Dynamic's ACE/Setver software or one of

three Access Control Modules (ACMs).
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